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BBEJIEHUE

[IporpamMma moBbliieHust kBanuukanuu «OnepaTop YAOCTOBEPAIOIIETO IEHTPa»
pa3paboTaHa ¢ yueToM TpeOOBaHUIA:

- denepanbHOIro 3aKOHa oT 29 nekaops 2012 roga  Ne 273-d3
«O06 obpaszoBanuu B Poccuiickoit denepanuny;

- [ToctranoBnenus [IpaButenscTBa Poccuiickoit @enepanuu ot 6 mas 2012 roga Ne 399 «O06
OpraHu3aluu MOBBIIICHUS KBaJTM (pUKAITIH CIIEIUATTUCTOB
no 3amuTte WHGOPMALUMKU M JODKHOCTHBIX JIMII, OTBETCTBEHHBIX 32 OPraHHU3aIUI0 3aIIUThI
uH(popMalMM B OpraHax TOCYJapCTBEHHOH BJIAcTH, OpraHaXx MECTHOTO CaMOYIPaBJICHUS,
OpraHM3alysaX C TOCYJapCTBEHHBIM Yy4YaCTHEM M OpraHU3alusx OOOPOHHO-TIPOMBIIIIEHHOTO
KOMILJIEKCa;

- mnocraHoBneHus IIpaButrenbctBa P® or 3  wHosOps 1994 1. Ne 1233
«O06 yrBepkaeHun llomokeHuss O TOpsAAKEe OOpamieHusT CO  CIyKeOHOW HWH(pOpMaIe

OI'paHUYCHHOI'O pacupoCTpaHCHUA B (I)G,Z[CpaJIBHBIX opraHax HUCIIOJTHUTEILHOU
BJIaCTH, YHOJHOMOYCHHOM OpraHe YyHnpabBJICHUA HCIIOJIb30BaAHUCM aTOMHOM OHEPIruu MU
YIIOJIHOMOYCHHOM opraHe 1o KOCMHMYECKOM ACATCIIBHOCTHU»

[B pen. Ilocranosnenuit IlpaBurensctBa Poccuiickoit ®enepanuu ot 20.07.2012 Ne 740, or
20.02.2016 Ne 123, ot 18.03.2016 Ne 214];

- mpuka3za MuHMCTEpCTBa HAyKu U Bbicuiero oopasoanust Poccuiickoit @enepanuu ot 19
oktssOpst 2020 1. Ne 1316 «OO0 yTBepKIACHHHM TOPSAKA pPa3pabOTKU JIOTIOJHUTEIBHBIX
poeCCHOHATIBHBIX TIPOTPAMM, COJIEPIKAIIUX CBEICHUS, COCTABIISIONINE TOCYJAPCTBCHHYIO TalfHY,

U JIONOJHUTEJIbHBIX MPO(ECCHOHANIBHBIX MPOrpaMM B 00JacTH MHPOPMALIMOHHONW 0€3011aCHOCTH;

- mpuka3za MuHUCTEpCTBAa HayKu W BbIcIiero oOpasoBanusi Poccuiickoit ®@exepanuu ot
24.03.2025 N 266 «O6 ytBepxkaenuu [lopsiaka opraHu3anuy U OCyIIECTBICHHS 00pa30BaTEIbHON
JesITeIbHOCTH MO JOMOJHUTEIbHBIM MPO(ECCHOHATBHBIM IPOTrpaMMam,

- noctaHosyeHus IlpaButensctBa P® ot 11 okts0ps 2023 r. Ne 1678, ytB. «IIpaBuia
NPUMEHEHHUsT ~ OpraHu3alMsIM{,  OCYILECTBIAIOIIMMH  OOpa30BaTEeNbHYIO  JI€ATEIIBHOCTD,
ANEKTPOHHOTO OOYYEHHMsI, JUCTAHIIMOHHBIX 00pa30BaTENbHBIX TEXHOJOIMM MpU peaau3aluu
00pa3oBaTeNbHBIX IPOrPaAMM).

Bo160p TEM IporpaMMBbl ¥ €10 OCHOBHOT'O COJIEPKaHuUsI IPOU3BECH C YIETOM 00€CTIeUeHH S
IIPEEMCTBEHHOCTH K  TOCYJapCTBEHHOMY  00pa30BaTeJIbHOMY  CTaHAAapTaM  BBICILIETO
npodeccuonanbHOro 00pa3zoBaHus HampasyieHU MoAroToBku «MHpopMannoHHas 6€30MacHOCTbY
(ypoBensb OakanaBpuar) - [Ipuka3z Muno6puayku Poccun ot 17.11.2020 Ne1427.

Heapb peasu3anuu NporpaMMbl NOBbIIIEHUS KBATHPUKAIIUH

Henbto peamu3anm MIPOrpaMMBI TIOBBITIICHUS KBaJTH (DUKAITHH SIBIISIETCS
COBEPILIECHCTBOBAHHE KOMITETEHIIUH, HEOOXOMMBIX JJISI OBBIIIEHUS TPOPECCUOHATBHOIO YPOBHS
B paMKax MMEIOIIEHCS KBaTU(PHUKAIMHA CHEIHAINCTOB (BKIIOYAsk TOCYIaPCTBEHHBIX TPaXKIaHCKUX
CITy’KallliX ), OTBETCTBEHHBIX 32 oOecrieueHre 0€30IacHOCTH CETEBBIX MPUI0KEHNUN U SJIEKTPOHHBIX
KOMMYHHKAIUH, MJIAHUPYIOIUX HCIONh30BaHUE U BHEApeHUe 3NeKTpoHHoU moamucu (DI1) u
a7eMeHTOB HHGPACTPYKTYPhI OTKPHITHIX Kiatouel (PKI) B mpodeccnonanbHy0 A€ TEIBHOCTD.

TpeGoBanns k KBATH(PUKALNHA MOCTYNAIOLIET0 HA 00yYeHHe

VYpoBenb oOpa3zoBaHUsI JIHIlA, TOCTYMAIOMIETO HA OOyYEeHHE — BBICIIEE OOpa3oBaHUE IO
HaNpaBJICHUIO TOATOTOBKU (CMEUUANIBbHOCTH) B 00JACTH MH(POPMALMOHHONW 0€30MacHOCTH WU
WH(POPMAIIMOHHBIX TEXHOJOTHA, WJIM WHOE BBICIIEE OO0pa3oBaHHE M CTaXX padOTHI B 001acTH
MH(OPMAIIMOHHBIX TEXHOJIOTHI WU 3alIUThl HHPOpMAIK He MeHee | Tofa.

IINTAHUPYEMBIE PE3YJIbTATBI OBYYEHUAA

I[Tporecc ocBoeHMs 00yHaOIIUMUCS POTPAMMBI TOBBILICHUS KBATM(UKAIIMH HAIIPaBJICH Ha
COBEPILCHCTBOBAHHE CIICTYIOINX KOMIICTCHIIHN:
a) o0mienpodeccHoHaIbHBIX:
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CIIOCOOHOCTh HCIIOJIb30BaTh HOPMATHUBHBIC MPABOBBIE AKTHI, METOJUYECKUE TOKYMEHTHI,
HAI[MOHAJIbHBIE U MEXAYHApOJHbIe CTAaHAAPTHI B O0JACTU 3aIIUTHI HHPOPMAIMK U 00ecredeHus
0e30macHOCTH HH(POPMALIMOHHBIX TEXHOJIOTHI B CBOEH MPO(ECCHOHATBHOMN NesTETbHOCTH;

CIOCOOHOCTh OmpenessaTh BUABI U (OopMbl HHQOpPMAIMM, MOJBEPKEHHON Yrpos3am,
BO3MOXXHbIE METOJBl U IYTH pealu3aliy Yrpo3 Ha OCHOBE aHalIM3a CTPYKTYPbl U COAEpPKaHUS
MH(OPMALIMOHHBIX IIPOLIECCOB OpraHu3alu, uenein
W 337124 JIeITETbHOCTH 00BEKTA 3aIUTHI;

CIOCOOHOCTh HMCHOJB30BaTh JIOCTHKEHUSI HAyKHM M TEXHUKH B OOJIAaCTH  3allUThI
nH(OpMAaIINY, TOIH30BATHCS PEPEPATUBHBIMU U CIPABOYHO-MH(POPMAIMOHHBIMU H3/IaHUSMU B
00J1acT 3amuThl HHGOPMAIIHH;

0) mpodeccnoHaABHBIX:

-yCTaHOBKa, HACTpOMKa, HKCIUTyaTalllsl U IMOJAJepKaHue B pabOTOCIOCOOHOM COCTOSTHUM
KOMIIOHEHTOB ~ CHCTeMBbl  obOecrieueHuss  MH(OpManuMoHHOW  0€30macHOCTH,  BKIIOYAs
KpunTorpaguueckue CpesiCTBa, C yUeTOM YCTaHOBIEHHBIX TPEOOBaHUN

-yCTaHOBKA, HACTPOWKA, DKCIUTyaTallMsi U TOAJEpKaHHEe B pabOTOCIIOCOOHOM COCTOSIHUU
3alMIICHHBIX C HCIOJB30BaHUEM KPUITOTpaduUecKuX CpPeACTB HMH(GOPMAIMOHHBIX CHUCTEM C
Y4E€TOM YCTaHOBJIEHHBIX TPEOOBaHMUIA;

-MCMOJb30BaHUE HOPMATUBHBIX IIPABOBBIX AKTOB M HOPMAaTHUBHBIX METOJAMYECKHUX
JOKYMEHTOB JUISI OpraHHW3allMd TEXHOJOTMYECKOTO TMpoIecca 3alluThl KOH(HUICHIHMATHLHON
nH(OPMAIIUY C UCTIOIB30BAHHEM KPUNITOTpadUUEeCKUX CPEACTB B MH(POPMAIIMOHHBIX CUCTEMAX.

B pesynbTaTe ocBOEHUs MpOrpaMMbl MOBBIIICHUST KBATM(PUKAUKU, 00ydaronuecs: T10HKHbBI
MOJIYYUTh 3HAHUS, YMEHUS U HaBBIKH, 00ECTIEYMBAIOIIIE COBEPILICHCTBOBAHUE KOMIIETCHIIUH.

OOyuarommuecst T10HKHBI:

a) 3HATh:

- OCHOBHBIE 33J]a4M U MOHATHS KpUnTorpapuu;

- OCHOBHBIE KpUNTOrpaduuecKkre METOJbI, alTOPUTMbI, IPOTOKOJBI, UCMOJIb3yeMbIE IS
3amuThl HHGOPMAITUU B HH(POPMAITMOHHBIX CUCTEMAX;

- TUTIOBBIE CUCTEMBI IU(PPOBAHUS C OTKPHITHIMU KIFOYaMHU;

- TIPUHLHUIBI TOCTPOEHUS 3AIIUIIEHHOTO JOKYMEHTO000pOTa C HUCIIOJIIb30BAHUEM CPEICTB
3JEKTPOHHOW MOAMMUCH U BUPTYaJIbHBIX YACTHBIX CETEH;

- OCHOBHBIE€ KPUNTOTPAPUUYECKUE METObI, aJITOPUTMBI, TPOTOKOJIBI, UCIIOIb3YEMBbIC MJIS
3amuThl HHGOPMaUK B ”HHOPMAITMOHHBIX CUCTEMAX;

- OCHOBHBIE KPUTEPUHU KIaCCUPUKAIMKU, TapaMeTpbl U XapaKTEPUCTHKH, KOTOPHIC
HE0OXOIMMO OIIEHUBATh MPH aHATN3€ BAPUAHTOB pEAM3AIMH M BHIOOPE KOHKPETHBIX CPEICTB
MTOCTPOEHUS BUPTYAIbHBIX YACTHBIX CETEH;

- 1N, 3a/Ja4d, OCHOBHBbIE€ MPUHIMIBI OPraHU3alMU, METOAbl U CPEACTBA KOHTPOJIA
COCTOSIHHMSI ~ 3allUIIEHHOCTH  MHpOpManmuu  HA  TPEANPUITHH  C  HCIOIH30BAHHEM
KpUNTOrpauuecKux CpescTB;

0) yMeTb:

- HCIONB30BaTh KpHUNTOTpadUUYecKUe METOAbl U CPEACTBA 3allUThl HHPOpPMAIUH B
WH(POPMAITMOHHBIX CHCTEMAX;

- yCTaHaBIMBAThb, HACTpPauBaTh M HSKCIUIyaTUPOBaTh MPOrpaMMHBIE U MHPOTrPaMMHO-
anmapaTHbIe CPECTBA 3aIIUTHI HHPOPMAIMH Pa3IMYHbIX TPOU3BOAUTENEH (B TOM YHCIIEe CpeACTBa
3JIEKTPOHHOW MOAMKUCH U MPOTPaMMHO-aNapaTHeIX KOMIOHEHTOB PKI);

- (dopmupoBaTh KIHOYM U CEPTU(DPUKATHI C HCIOIB30BAHUEM PA3IUYHBIX CPEJCTB
3JE€KTPOHHOU MOAIHUCH.

- HCIIOJB30BaTh KPUNTOTpaPUUIECKHUE CPE/ICTBA 3aIlUTHl WH(OpPMAIUU, TPUMEHsIEMbIE Ha
pabouem mecte omneparopa YLI;

B) BJIaJIETh HABBIKAMU:

- paboTHI C MPOTPAMMHBIMHU U TPOTPAMMHO-ANTIAPATHEIME CPEICTBAMH YIOCTOBEPSIOLIETO
IIEHTpa Ha pabodem mecte ornepaTtopa YII;

- YCTaHOBKHM, HACTPOMKM ¥ DOKCIUTyaTalldd CPEACTB KPUITOrpapUIEeCKON 3aIIUThI
nH(popManuu;
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- MPOBEPKH CBEICHUH, MPEIOCTABISEMbIX 3asgBUTEIEM Ha KIIOUYEBYIO MH(MOPMAIMIO IS
UCTIOJIB30BAHUS IEKTPOHHON TOAITUCH;
- (opMupoBaHUS KIHOUYEBOH MH(POPMAIIMU C MPUMEHEHUEM KPUNTOrpa(uIecKux CpeiCTB
3amuThl HHOPMALUK B MH(POPMAIMOHHBIX CHCTEMaX.
YUYEBHBI IVIAH

JOTIOJTHUTEIBHOHN MPOo(hecCHOHAIBHOM MTPOTpaMMBbl

«OnepaTop yI10CTOBEPSIOIIEro EHTPay

10 MOBBINICHUIO KBAJIHPUKAINU (eepaabHbIX TOCYAaPCTBEHHBIX IPAKIAHCKUX
cayxamux PenepanbHOl HAJIOTOBOH CIYKOBI

Henwb: Cosepuiencmeosarnue u (uiu) noayuenue Ho8OU KOMIHEMeHYUL, He0OX0OUMOUL 05
npogheccuoHanbHOU OessmelbHOCMU, U (U1U) NO8blUUeHUs. NPOYeCCUOHANbHO20 YPOBHSL 6
PAMKax umerouelics Kaiugdukayuu no ONPOCam ynpasienus Kpunmozpaguieckumu
KAHOUAMU U 8bLOAYU INEKMPOHHOU NOONUCU

Kareropusi, rpynmna 8edywas, cmapuias, Miaowas epynnvl OOJIHCHOCMeEU, Kame2opuu.:

JOJIZKHOCTEHi : PYKOBOOUmenu, cneyuanlucmol, obecnedusaujue cneyuaiucmol

MpoxonxurenbHocts 102 uaca

00yueHus:
®opma o0yueHHsI: 3a04HAs C UCTONBL30BAHUEM OUCTAHYUOHHBIX 00PA308aMENbHBIX
MEXHON02ULl U INEKMPOHHO20 00YUeHUs 8 NOTHOM 0Dbeme C
OMPBLIBOM OM UCTIOTHEHUSL CILYHCEOHBIX 00513aHHOCMEN NO
3ameuiaemol OOJIHCHOCMU 20CYOAPCMEEHHOU ePAHCOAHCKOL CYHCOb
Pexum 3ansaTuii: 2-8 uacog 6 denw
KosaunyecTBo yacos
" dopma
HaumenoBaHue pa3iesioB u 10 BUAaM 3aHATHH .
Ne THCIHILTHH B NPOMEKYTOYHOM
cero
ety | MPAKTHYECKHE aTTecTalHA
3aHATHE
Kpunrorpaduueckne MeTo bl
1 U CPEJCTBA 3aIIMTHI. 36 12 24 3auer
DNeKTpOHHAs TOJIMUCH
HNudpac Typa OTKPBITBIX
2 (pacTpyKTypa OTKp 38 | 18 20 sager
KITIOuei.
VYnpasnenue
3 KPUNTOTpapUUECKUMU 16 0 16 3a4er
KITFOYaMHu
[Tcuxomorus
4 npodeCCHOHATEHON 10 4 6 3a4er
JeSITeIbHOCTH
3K3aMeH B (hopme
Hrorosas arrecranus 2 2 (bop
TECTUPOBAHUS
UTOro 102 34 68
KAJEHJIAPHbIN YYEBHBIN I'PA®UK
Cpoxk 00y4eHus 110 IPOorpaMme 1 9 3

MOBBIIICHNS KBATHU(PUKAIIUHU, HEJIEIH

Cpoxk 00y4eHus 110 IPOorpaMme
TOBBIIICHUS KBATHU(PUKAIIUHU, THU




Buapel 3aHgTHi, TPEeAyCMOTPEHHBIE
IIPOrpaMMOM MOBBILLIEHUS AlAIAIAIA|IK|IA|A/A|A A|A U
KBTI (UKAITIT

A- ayUTOpHAs M caMOCTOsITeNbHAs padoTta
N — ntorosas arrectauus K — kaHuUKyIIbI.

PABOUYME MTPOTPAMMBI JUCIATIIAH (MOTYJIEM)

PABOYAA ITPOI'PAMMA JUCHUITVINHBI

Kpunrorpadguyeckue MeToabl U CpeCTBA 321U THI. DJIEKTPOHHAA MOANNCH

(HauMeHOBaHKe yIeOHOM TUCIUILTHHbI)

Beenenune

B pe3synbpTate 0CBOEHUS NaHHOW AMCLMILIMHBI TOCYAAPCTBEHHBIE TPAXKIaHCKHUE CIIY)KAIUe
uHcnekuuid u ynpasieHudt ®@HC Poccum coBepIIEHCTBYIOT CBOM 3HaHHUS IPAaBOBBIX OCHOB
3aKkoHozarenscTBa P®, MO3BONSIOIIME CIELHUATUCTY HNPUMEHSITb B CBOEH JEATENBHOCTH 110
JOJDKHOCTHBIM 00SI3aHHOCTSIM IIPOTPaMMHOE 00€CIICUeHHE OIepaTopa yI0CTOBEPSIIONIETO IIEHTPA.

Lesnu, 3a1a4u ¥ MecTO y4eOHOH JUCHHUILIMHBI B IPoliecce MOBBIMIEHUS] KBATHU(UKALUT

Ienp y4eOHOW AMCLUIUIMHBI — COBEPLICHCTBOBaHME M (MJIM) MOJY4YEHHE HOBBIX 3HAHUM,
YMEHUH ¥ HABBIKOB CIICIUAIMCTAMHU MO BOIPOCAM OPTaHU3AIMOHHO-TIPABOBBIX OCHOB B 00JIaCTH
CK3H.

3ana4yu TUCUUIUINHBIL

AxTyanuzanus 3HaHMA O LeNsX, 3aJadax Kpunrorpaduyeckod 3amuTbl MHGOpMaluy,
OCHOBHBIX IOHSATHSX, TEPMHHAX U OTIPENIEICHUSX KPUNTOTpaguuecKon 3auThl HHPOPMALIUH.

CoBepIlIeHCTBOBaHUE 3HAHUN O KpUNTOTpapUUECKUX NpeoOpa3oBaHUAX ¢ CHMMETPUYHBIMU
KJIFOYaMH U ¢ OTKPBITBIMU KITIFOUaMH, CTPYKTYpE AJIEKTPOHHOTO cepTudukara cranaapra X.509

3akperutenue 3Hanuil o CK3U Kpunrollpo CSP, KpuntoAPM, 00 31€KTPOHHBIX HOCUTEISAX
(JaCarta, eToken, PyToken u np.).

YyeOHast OUCHMIUIMHA SBISIETCS BBOJHOW B JAHHYIO IIPOTPaMMy  ITOBBIIICHUS
KBaJTM(HUKALMU. 3HAHUS, YMEHUS ¥ HAaBBIKH, TIOTyYE€HHbIE B PE3Y/IbTaTe U3yUYEHUs JaHHOH yueOHOit
JUCLUUIUIMHBIL,  MCIOJB3YIOTCA HpU  HM3YYEHUM  MOCHEAYIOUMX  Y4eOHBIX  JUCLMIUIMH:
«MHbpacTpyKTypa OTKPBITHIX KIIOUEH», «YIPaBICHHE KPUNTOrPAPUIECCKUMU KITFOYaMMU».

TpeGoBanus Kk pe3yibTaTaM 0CBOCHUS Y4eOHOM IMCUMILIUHBI.

B pe3ynbrare ocBOEHUS MUCIHMIUIMHBI 00YJArONTUHCS TOJDKEH MOTyYUTh 3HAHUS, YMEHUS U
HAaBbIKH, KOTOPBIC ITIO3BOJIAT CCbOpMI/IpOBaTI) COOTBETCTBYIOIINEC KOMIICTCHIIUHA JJIA €TI0 HOBOI'O BH1a
npodeccuoHanbHoOi  nesTenbHOCTH. IlepeyeHb  pa3BUBaeMbIX U KOHTPOJIUPYEMBIX B
o0pa3oBaTebHOM TMpollecce 3HAHWW, YMEHWH U HaBBIKOB (QOPMHUpPYETCSI HAa OCHOBE
HWXCIIPUBCACHHOI'O CITMCKA.

OO0yuaromuiics J0HKeH:

3HATh:

LI€JIH, 3a/1a41, OCHOBHBIE IPUHIIUIIBI OpraHU3a[i1, METOBI U CPEJICTBA KOHTPOJIS COCTOSIHUS
3alIUIIEHHOCTH HHPOPMALIUU HA TPEANPUATHH C UCTIOIB30BaHUEM KPUIITOrpahUIECKUX CPEICTB;

OCHOBHBIE 33J1a4d U MOHATUS KpUNTOrpaduu;

OCHOBHBIC KpI/IHTOI‘pa(bI/I‘-ICCKI/IC MCTOJbI, AJTOPUTMBI, IMMPOTOKOJIBI, HUCIHOJB3YCMLIC IJId
3alIUThl HH(OPMAIMK B HTHPOPMALIMOHHBIX CUCTEMAX;

THUIIOBBIC CUCTCMBI HIH(l)pOBaHI/IH C OTKPBITBIMH KIIFOYaMU;

YMETb:
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MPUMEHITh Ha TMPAKTUKE TPeOOBaHUS HOPMATHBHBIX IPABOBBIX AKTOB, METOIMYECKUX
JOKYMEHTOB, MEXIYHAPOIHBIX M HAIMOHALHBIX CTaHIapToB B obmactu CK3U;

BJIJICTh HABBIKAMM:

paboTHI ¢ ACHCTBYIOIIEH HOPMAaTHBHOW TPABOBOM M MeToIM4YeCcKoi 6a3oii B obmactu CK3U;

O0bem yueOHOM TUCUMIVIMHBI M BUIbI Y4eOHOH padoThl

Ne HaumeHoBaHue TeM Bun
n/n 3aHATHSA
OcCHOBHBIE TOHSATHS, TEPMHUHBI M ONPEICICHUS KPUMITOTpaPUIecKOn
1.1 | 3amutel uHpopManuu. Kpunrorpadus ¢ CHUMMETPUYHBIMH KIIFOYaMH, C H;Zf;ﬁﬁa
OTKPBITHIMU KJIFOUaMHU
Crpykrypa snekTpoHHOro ceptudukara crangapra X.509. IIposepka Texuus
1.2 | nojymHHOCTH HQPOBBIX cepTrdukaroB. O3B cepTuduraroB. CrucKu
OTO3BAHHBIX CEPTH(PHKATOB. fipaxTiia
CpenctBo kpunrorpaduyeckoit 3amutel Kpunrollpo CSP: Hasnauenue. THexuus
1.3 | OcHOBHBIE XapaKTepUCTHKU. Peanmuszyemble anroputmbl. KiroueBbie
Hocutesd. OyHKIMOHAIBbHBINA KIFOYEBOW HOCHUTEIb. TpaKtika
14 ®dopmupoBanue dekTpoHHOW mnoamucu. Hactpoitka Kpuntollpo wu Jlexnus
" | KpuntoAPM. ITPaKTHKA
15 PaGorta ¢ pa3upiMu BHIaMu 3eKTpoHHBIX Hocutenel (JaCarta, eToken, JIEKLUS
" | Pyroken u 1p.) IIPaKTHKA

OO0umii 00beM BpeMEHH, OTBOJUMOTO Ha OCBOCHUE y4eOHOW AMCIUIUTNHBI, COCTABIIsET 42
yaca (41% ot Bcero oobema nmporpaMmsi).

PedeparuBHoe onucanue TeM

Tema Nel. OcHOBHbIC TOHSITHSI, TEPMHMHbI W ONpeldeJeHHs KpUNTOrpaguyeckoi
3ammThl MHGopmauuu. Kpunrorpagusi ¢ cHMMETPHMYHBIMHM KJIOYaMH, € OTKPbITBIMH
KJIIOYaMH.

3akoHogarenscTBO  Poccuiickoii  ®denepauun, HOpMaTHBHBIE TPAaBOBbIE aKThl U
HOpMaTuBHble MeToauueckue paokymeHtamu @OCBb Poccun mno 3ammure wuHQOpManuu cC
MCIOJIb30BaHUEM KPUNTOrpauyecKuX CPeICTB.

Kpunrorpadguueckue metoasl 3aumTsl uHGopManuu. Kpunrorpagus ¢ cuMMETpUYHBIMU
kimoyamu. Kpunrorpadus ¢ oTKpeITEIMU KIto4aMu. JloBepue K OTKPHITOMY KUY U IHU(PPOBBIE
CepTH(UKATBHI.

Tema Ne2. Crpykrypa 3Jj1eKTpoHHOro ceprugukara cranaapra X.509. IIposepka
NOJIMHHOCTH 1HUPpPoBbIX cepTUuPukaToB. OT13bIB cepTUPUKATOB. CHUCKH OTO3BAHHBIX
cepTU(PUKATOB.

OnexTpoHHbd ceptudukar. Ctpykrypa cepruduxarta. Ceprudukarsl cranmapra X.509.
OcHoBHOM KOHTEKCT ceptudukara. Pacmmpenus ceprudukaroB. Kiaccel cepTudukaros.
Xpanunuiia cepTU(GUKATOB. 3aKpbIThle KIIOYM, PUCKH MCHOJIb30BaHUS IO YMOJIYAHHUIO.
KpuntoAPM. Co3nanue camomnoimnucaHHoro cepruduxarta. AHanus ceptudukara. Mmmopt u
HKCHOPT CEPTUPHUKATOB.

Tema Ne3. CpencrBo kpunrorpaguyeckoit 3amutbl Kpunrollpo CSP: Ha3nauenue.
OcHoBHbIe  xapakrTepucTuku. Peaamsyemble auaroputmbl. KiroueBble  HocuTe M.
DOYHKUMOHAJBbHBIN KJII0YeBOl HOCUTEJIb.

Kpunronpogaiigepsr. Habop CSP (Cryptographic Service Provider) mo ymomadanuro.
Microsoft CSP.
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Kpunrollpo CSP. OcHOBHblE XapaKTepUCTHKHU. PeannsyeMble anropuTMbl. Y CTaHOBKA.
Hactpoiika mapamerpoB. Ilomydenume  cepTuukaTtoB C  HCIOJIB30BaHHUEM  CpEICTBA
kpunrorpaduueckoit 3amutel «CK3U Kpunrollpoy.

Tema Ned. dopmmpoBanme 3iexkTpoHHoil mnoanucu. Hacrpoiika Kpunrtollpo n
KpuntoAPM.

OnexTpoHHas noanuck. Buael anexrponHoil noanucu. IlpaBoeie Borpock! npuMenenus O11
u CK3U B Poccun. Ocobennoctu opuandeckoro onpenenenust D1, denepanpubiii 3akoH «O0
3JIEKTPOHHOU MOJITUCH.

Co3nanue 3JIeKTPOHHOM MOAMKUCH. Y CTaHOBKA U dKcIutyaranus «KpuntoAPM»y.

Tema NeS. PaGora ¢ pasHbiMM BHAAMHU 3JIeKTPOHHBIX HocuTeseil (JaCarta, eToken,
Pyroken u ap.)

Onektponnbie kioun eToken. Mogemu eToken. JaCarta. Poccmiickas kpunrorpadusi B
JaCarta 'OCT u eToken 'OCT. YcranoBka u HacTpoiika pa3nuuabix Mojeneit eToken. Hactpoiika
napameTpoB. Pexxumel pabotsl. [lonyuenue ceprudukara ¢ HCTIOIb30BAHHEM SJIEKTPOHHBIX KITFOUEH
eToken.

DnexTpoHHble uaeHTHPHKaTOPBI PyToken. Monenu Pyroken. Poccuiickas kpuntorpadus B
Pyroken DIII. Pyroken Web. YcranoBka u HacTpoiika pa3nIndHbIX Mozenel Pyroken. Hacrpoiika
napameTpoB. Pexxumel pabotel. [Tomyuenne ceprudukara ¢ HCIIOIb30BaHIEM IEKTPOHHBIX KITFOUEH
Pyroxen.

MeToanuyecKkue PECKOMEHIAUH

3aHATHA [0 JUCUUIUIMHE MPOBOASATCS B (opMe JISKIHMM M MpakTudeckux 3aHstuid. [Ipu
MIPOBEICHUH JIEKIIMH 0053aTeIbHO HAJTMYKE TPE3CHTALINN.

[Ipyn peanuzanuy AUCHUIUITMHBL B paMKaxX MPOrpaMMbl TOBBIMICHHUS KBaIU(DUKAIIH
MPUOPUTET OTHACTCS NPAKTUYECKOH HAINPAaBICHHOCTH OOYYCHHS: MPAKTHYECKHE aCTIEKTHI
IIPUMEHEHHs 3aKOHOJATEeIbCTBA W HOPMATUBHBIX JOKyMeHTOB P®; peanuszaums TpeOGoBaHuUit
HOPMATHUBHBIX JTOKYMEHTOB IIpPH OpraHu3aluy 3amuTsl nHpopmaruu c¢ nomompio CK3U Ha
00BbEeKTE 3alUThl, OCOOEHHOCTH IMOJrOTOBKM JIOKAJIbHBIX AaKTOB, pErjJaMEeHTHUPYIOIIUX
WCTIOJB30BAaHUE CPEJCTB 3alIUTHl WH(GOpPMAIMK, a TaKKe, MPAKTHYECKHE AaCIeKThl 3alluTh
uHpopmanuu ¢ nomorbo CK3U.

Jlist mpoBe/IeHUs BCEX 3aHATUHN 1O TUCIUTUITMHE PEKOMEHIYeTCsl IPUMEHSTh COBPEMEHHBIE
(dbopMBbI 1 METOIbI O0yUYEHHMSI, BKIIIOYAsl aKTUBHBIE M HHTEPAKTUBHBIE.

Jlnst poBeZieHHsT JIEKIMOHHBIX 3aHATHI HUCIONB3YIOTCS AaKTUBHBIE METOIBI OOYYEHUS,
CTUMYJIUPYIOIIME [O3HABATEIbHYIO JESATEIbHOCTh CIIyIIaTeNe, ONMUpasch Ha METOAMYECKHE
OCHOBBI TTEJarOTUIECKOI TEXHOIOTUN «Pa3BUTHE KPUTHUECKOTO MBIILICHUS.

TexHOoI0rMYecKy0 OCHOBY COCTABIISIET 0a30Bast MOJIEINb TPEX CTAAUHN «BBI30B — peannu3anus
cMbIcia (ocMbIcienne) — pediekcust (pa3MBIIIUICHHUE)», KOTOpask MO3BOJISET TOMOYb CITYIIATENSIM
CaMHM OIIPEIeNIATh e 00y4eHUs!, OCYIIECTBIIATh AKTUBHBIM NOUCK HHPOPMALIMU U Pa3MBIILISATH
0 TOM, YTO OHM Yy3Hanu. Ha cTamuu BbI30oBa (evocation) B CO3HAHUM ciyliaTeleld MPOUCXOIUT
MpoIecC aKTyaIu3alMi UMEIOIIMXCS 3HaHUI U MPECTaBICHUN 0 npenmeTe nu3ydeHus. [lockoabky
IIPU 3TOM COYETAIOTCS WMHIAUBUAYaJIbHAas W TpynmnoBas (Gopmbl paOoThl, ydacTue ciymiarened B
00pa3oBaTeNbHOM IPOLECCE  AKTUBM3MpYETCs, (OpPMHpYETCsl TO3HABATENbHBIA  MHTEpEC.
Pe3ynbTaTom JaHHBIX MPOLIECCOB SABISETCS CAMOCTOSATENBHOE ONPEICIICHE MU 11eTN TalbHenei
y4eOHO IesTeTbHOCTH.

Ha craguu ocmbicnenus (realization) cinyimiaTtenb BCTylaeT B HENOCPEACTBEHHBIN KOHTAKT C
HOBOW uWHpoOpMalueil — HocuTelneM HOBBIX uzael. [lpomcxomaut ee cucremaruszanus. Cragus
pednexkcun (reflection) xapakTepusyercst TeM, YTO CIYIIATEIH 3aKPEIUISIOT HOBBIC 3HAHUS U
aKTHUBHO TEPECTpauBaIOT COOCTBEHHBIC MPEACTABICHUS C TEM, YTOOBI BKJIIOYHUTh B HUX HOBBIC
NMoHATHA. TakuM 00pa3oM, MPOUCXOAUT “TIPUCBOCHHUE” HOBOTO 3HAHHS W (POPMHUpPOBAHWE HA €TO
OCHOBE CBOETO apryMEHTHPOBAHHOTO MPEACTABICHHUS 00 N3y4yaeMOM OOBEKTe.
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B xozxe pabGoTel mo TakoW MoJenu OOydaroulrecs OBJAAEBAIOT PA3IMYHBIMU CIIOCOOAMHU
MHTErpUpOBaHUs HMH(OpMALMKM, YydYaTcs BbIpaOaThIBaTh COOCTBEHHOE MHEHHE HAa OCHOBE
OCMBICJICHUS PA3JINYHOTO OMBITA, UJCH U MPEICTABICHUN, CTPOUTh YMO3AKIIOUEHHSI U JIOTHYECKHE
eTIN JT0Ka3aTeIbCTB, BHIPAKATh CBOM MBICIIN YETKO, IIOHSTHO IS IPYTUX, YBEPEHHO M KOPPEKTHO
110 OTHOIIEHHIO K OKPYKAIOIIUM.

IIpakTuyeckue 3agaHus (MpUMepbI)

1. Ycranosure kpunronposaiigep Kpunrollpo CSP u CK3U KpuntoAPM.

2. [IpousBenute HacTpoiiku cepruduimpoBanubix CK3U.

3. Cozpaiite 3ampoc Ha CcepTH(PUKAT OTKPBITOTO KIHOYAa C HCHOJIb30BaHUEM
kpunrroainroputma 'OCT P 34.10-2012.

4. OTtnpaBbTe 3ampoc Ha CepTU(UKAT B YIOCTOBEPSIONIUHN IICHT.

5. [TonyunTe OT yIOCTOBEPSIOLIETO [IEHTPAa HEOOXOAUMBIE CEPTU(HUKATEHI.

6. Ycranosure ceprudukars B CK3U.

7. C nomompto nporpammHoro CK3M KpuntoAPM wuccnenyiite BO3MOKHOCTU IO
mrdpoBaHuio (aisIoB U AIIEKTPOHHON TOATIHCH.

8. C nomomsto nporpammubix CK3U chopmupyiite kiroueByro nH(GOpMaInio 1 3arpoc
Ha ceptu¢ukar. [Tomyunrte cepTudukatr OTKpHITOro Kitoya OT Y JOCTOBEPSIOLIETO LIEHTPA.

9. HacTtpoiika kpuntocucteMsl U ucnoiab3oBanue nporpammusix CK3U.

Cnucok JinTeparypbl

a) OCHOBHas JIUTEpaTypa:

1. Andepo A.Il, 3yo6o A.}O., Ky3emun A.C., UYepemymkun A.B. «OcHOBBI
kpunrorpadgumny. — M.: I'enmuoc APB, 2005.

2. benos E.b, Jlocs B.I1., Memepsikos P.B., lllenynanoB A.A. OcHOBBI HHPOPMAITMOHHOMN
6e3onmacHocTH. YuebHoe nmocobue ais By30B. — M.: I'opsiuas nunus—TenexoM, 2006.

3. Beenenne B kpunrtorpaduto / Ilox obm. Pex. B.B. Amenko. — 4-e uzn., mon. M.:
MIIHMO, 2012. — 348 c.

b)  nmomonmHHWTeNbHAs JUTEPATYpa, HOPMATUBHBIC U METOJMUYCCKHUE TOKYMEHTHI:

1. JJoxrpuna unpopmainmonHoit Oe3omnacHocTH Poccuiickoit @enepanuun (yrB. YKa3zoM
[Mpesupnenta P® ot 9 centsiopst 2000 r. [1p-1895) — Poccmiickas razera. —2000. — 28 ceHtsops. — Ne
187.

2. ®enepanbHeblii 3akoH 0T 27.07.2006 N 149-®D3 (pen. Ot 27.07.2010) «O6 undopmarmm,
MH(GOPMAIMOHHBIX TEXHOJOTHIX U O 3amuTe uHpopmanumny». / Poccuiickas razera. —2006. — 29
utonst. — Ne 165.

3. ®enepanbubiit 3akoH oT 10.04.2011 N 63-®3 (pen. Ot 01.07.2011) «O06 snekTpoHHOU
noamnucuy. // Codpanue 3akonogatenscTBa PO, 11.04.2011, N 15, ct. 2036.

PABOYAS ITPOT'PAMMA JUCHUITJINHBI
HNudpacTpyKTypa OTKPBITHIX KJII0OYel

(HauMeHOBaHUE y4eOHOW TUCIIUTUTHHBI)

BBenenue

PabGowas mporpamma JUCHMIUIMHBI —pa3paboTaHa i HPOTPaMMbl  MOBBIIICHUS
kBanmupukanuu «OnepaTop yAOCTOBEPSIOIIETO LIEHTPAY.

B pesynbraTe 0CBOEHUS NJAHHOW AUCLUIUIMHBI TOCYIapCTBEHHbIE IPAXKIAHCKUE CIIyKalllUe
nHcnekuud u ynpasineHudt dOHC Poccum coBeplieHCTBYIOT CBOM 3HAaHUA M MPHOOPETAIOT
MPAKTUYECKHE HABBIKM HMCIIOJIB30BaHMs MPOIPAMMHOI0 OOECIIEYeHUs YAOCTOBEPSIONIETO IEHTPA,
MO3BOJISIOIINE CHELHUATUCTY 10 3alIUTe UHPOPMALUHU BBITOJIHATh MEPONPHUATHS 110 00ECTIEUEHUIO
6e3omacHoCcTH HHGOpPMaLUu ¢ ucnoib3zoBanuem PKI.

Hesan, 3aqa4un 1 MecTO y4eOHOI JUCUMILIMHBI B IIpolecce MOBbIIEHUs KBaJIupuKanumu

Lenp yueOHOM DUCHMILTUHBI — COBEPILIEHCTBOBAHHE W (WUJIM) IMOJIyY€HHE HOBBIX 3HAHUH,



10

YMEHHMI U HABBIKOB CIELMAIMCTAMM 10 BOIIPOCAM MCIIONIb30BaHUS JIEMEHTOB YAOCTOBEPSAIOIIErO
LIEHTpA.

3agaun y4eOHON AUCITUTUINHBI:

W3yuenmne apxuTekTypbl, OCHOBHBIX KoMIioHeHTOB PKI, ux ¢yHkuuii u B3aumoseicraue,
LIEHTPOB cepTU(UKALUH, LICHTPOB PerucTpauuu 1 kauenrckoro 110, moneneit nosepus.

CoBepIIeHCTBOBAaHWE yMEHUI M HAaBBIKOB (OPMHUPOBAHUS KIIOYEBOH HHPOpPMALUN |
YIPaABIEHUS JKU3HEHHBIM IMKJIOM KPHUNTOrpaUUeCKHX KIIOYEH, MHCIOJIb30BaHUSA CPENCTB
YIPABJICHUS KIOYaMHU.

[lonyyeHne mpaKTUYECKMX HABBIKOB HCIIOJIB30BAHUSA OTEYECTBEHHOI'O IPOIPAMMHOIO
o0ecreYeHns: yJ0CTOBEPSIONINX IEHTPOB.

YyeOHast AMCUUIUIMHA SBJISIETCS OCHOBHOW M MAaKCHMaJbHOH MO O0O0BbEMY B JaHHOU
porpamMMe MOBBIIICHUST KBanu(pUKanuy. 3HAHWS, YMEHUS M HABBIKH, IMIOJIyYEHHBIC B PE3yJbTaTe
U3yYeHHUs JIaHHOW y4yeOHOM JUCHMIUIMHBI, MCIOJB3YIOTCA CIyLIATeNsIMH TP  HU3yYEHHH
nocieayoumel yaeOHoM AUCUMILIMHBL «Y IPaBJIEHUE KPUIITOTpahUUECKUMH KIII0YaMU» U B CBOEH
JanpHeHel npopeccuoHanbHON 1eATEIbHOCTH.

TpeGoBanus Kk pe3yibTaTaM 0CBOEHUSA Y4eOHOM THCUMILIUHBI.

B pe3ynbraTe u3yueHus JaHHOM TUCHUIUIMHBI 00y4aroImuecs J0KHbI:

a) 3Hamo

obmue TpedoBanus no nocrpoenuro PKI,

MeXaHu3M B3anMojeiicTBust komnonenTos PKI;

MIPUHIIMIIBI YIIPABIEHUS KIIOYeBOM HH(pOpMaLnei;

0) ymems:

UCIIONIb30BaTh KpHUMNTOrpadUyecKue METOAbl M CpeACTBa 3aluThl WHGOpMAIMU B
MH(OPMAITMOHHBIX CUCTEMAX;

yCTaHaBIMBATh, HACTpauBaTh M OHKCIUIyaTUPOBATH MPOTPAMMHBIE M IMPOrPAMMHO-
anmapaTHbIe CpeJICTBa 3aIUThl MH()OPMAIIUK PA3TUYHBIX TPOU3BOAUTENCH (B TOM YHCIIE CPEICTBA
ANEKTPOHHON MOJMUCH U MIPOTrPAMMHO-aNMmapaTHBIX KoMnoHeHToB PKI);

OKCIUTYaTUPOBATh KOMIUIEKCHI  YAOCTOBEPSIOMMX IIEHTPOB, pa3BEPHYThIX Ha 0aze
MPOTrpaMMHBIX KOMIUIEKCOB PAa3JIMYHbBIX POU3BOIUTENECH;

aIMUHUCTPUPOBATH MPOrPAMMHO-AIIapaTHbie KOMIIOHEHTHI PKI;

B) BJIaJIETh HABBIKAMH:

YCTaHOBKH, IEPBUYHOIN HacTpoWkHu komnoHeHToB PKI;

HACTPOMKHU U UCTIOIH30BaHM OCHOBHBIX MEXaHU3MOB KOMIIOHEHTOB PKI

O0bem yuyeOHOM AMCHMIIMHBI U BUJbI y4eOHOIT padoThl

Ne HaumeHnoBaHue TeM Bun
n/n 3aHATHSA
OcHoBuble nonsaTus u onpenenenus PKI. Haznauenue u B3aumoseinicTeue
11 anemenToB PKI. CocraB PKI. Cucrtemsr cranmaptoB B oOmactu PKI. JIEKITHS
"~ | IIpotokonsl, ucnonb3dyeMble B PKI. OcHOBHblE TIpynnbl NPWIOKEHHUH- | TpaKTHKa
norpedureneit ycinyr PKI.
12 3akoHonaTenbcTBO PO 00 opranuzammu padotsl Y1 JeKIus
MpaKTHKa
13 TpeboBanust k mnomemenusM Y[, Opranuzanus paboyero wmecra JeKLuUs
oreparopa. ITPAKTHKA
1.4 | Opranuzanus padotsl Y1I: perinaMeHT, MHCTPYKIIMS OlepaTopa JIEKIMS
15 Jononautensubie komnoHeHThl Y 1: Kpunrollpo OCSP, Kpunrollpo TSP JIEKIUA
IIPaKTHKA
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HNuterpupoBanHoe 3aHsitue - TpeHUHr '"[IpoBepka JOCTOBEPHOCTH | TMpPaKTHKa
1.6 | cBemenmii mnpu oOpameHuM 3a cepTU(PUKATOM KIIOYa TMPOBEPKHU
3JIEKTPOHHOU MOJMUCH"

OO0umit 00beM BpeMEHH, OTBOJUMOIO Ha OCBOCHUE y4eOHOW JUCIUIUINHBI, COCTAaBIIsAET 42
qaca (41% ot Bcero o6beMa mporpaMmsl).

PedeparuBHoe onucanue Tem

Tema Ne 1. OcHoBHble noHsiTUA U onpeneseHuss PKI. Haznayenne n B3aumogeiicreue
31eMeHTOB PKI. CocraB PKI. Cucremsr crangaproB B o0aactu PKI. IIporoxousi,
ucnoJsibdyemblie B PKI. OcHoBHBIE rpynnbl npuio:xxenunii-norpedouresei ycayr PKI.

OcHOBHbIE TOHATHS, TEPMHUHBI U onpexaeneHus B odnactu PKI. Apxurektypa, OCHOBHBIE
komnoHeHTs! PKI, ux ¢pynkuuu n B3aumoneiicraue. LleHTpsl cepTuduKaniy, HEeHTPhl perucTpaLiH,
BJIAJICTIBIIBI CEPTH(PUKATOB, KIIMEHTCKOE MIPOrpaMMHOE 00eCTieueHIEe, PEeCTPhl CEPTUPHUKATOB U Jp.
Mogenu noBepust — uepapxuyeckas, cereBas, ruOpuaHas. Llemouku cepruukatoB U myTH
CepTU(PUKALINH.

Bomnpocsr peamuzanuu PKI (opranuzanmonnsie, Texuudeckue). OcHoBHble cTanaapthl PKI
(PKCS, X.509, RFC). HeobxomumocTh yHHU(UKAIMH alTOPUTMOB, CXEM, CTPYKTYp JaHHBIX,
poToKoJI0B U T.11. B PKI. Mcnons30Banne METOK BpeMEHMU.

[Tporoxonsr PKI ympasnenns ceprudurarom. TpedoBanus x ymnpasienuto PKI, omeparun
ynpasienus PKI: nHMnnanu3anys KOHEUHOrO yYacTHUKA, HayallbHas perucTpanus/cepTudukars,
JIOKa3aTeNIbCTBO O00JIajaHusl 3aKpbIThIM KitouoM. M3menenue wimoua kxopueBoro CA. Kpocc-
ceprudukanys. 3anpoc ceprudukara. FizmMeHenue Kiroya.

Tema Ne2. 3akononareanbctBo P® 06 opranuzanuu padors! YII.

VYnosHOMOYeHHBI opradH B cgepe 3nekTpoHHON noanucu. IloHsTue ynocToBepstoiiero
nentpa (YII). Craryc u ¢pyakuun Y1, Akkpenurarnus Y1I.

Tema Ne3. TpeGoBanusa k mnomemenusm YII. Opranmsanusi padouero mecra
omeparopa.

TpeboBaHMs K TepcoHally, IOMEIIEHHUIO, CIIeUaIbHOMY 000py10BaHMI0, oxpaHe. [Topsaaok
OpraHM3ali pekuMa B TOMeUIeHHsX, riae ycraHoBieHbl CK3U wnm XpaHATCS KIIOUEBbIE
JOKYMEHTBI K HAM.

Tema Ned. Opranuszauus padorsl YII: periiamenT, HHCTPYKUMS onepaTopa.

HeoOxonumble oOpraHu3allMOHHbIE MEpPONpUATHS (Ha3Hau€HHE OTBETCTBEHHBIX JIHII,
pa3zpaboTka BHYTPEHHHUX JOKYMEHTOB OpraHu3aluu U T.1.). THNOBOW INepedyeHb BHYTPEHHHUX
OpPraHMU3alMOHHO-PACIIOPSAUTEIBHBIX JTOKYMEHTOB, PErVIAMEHTUPYIOLIMX IPUMEHEHUE CPEICTB
KpUnTorpaguueckoi 3aiuThl B OpraHu3alnu.

Tema NeS. lonmosmnurenbubie koMnoHeHThI Y1I: Kpunrollpo OCSP, Kpunrollpo TSP.

Kuznennwlit 1mkn ceptudukatoB. ['eHepupoBanue kimoued. Beimyck u moamucanue
cepru¢ukaToB. Pacnpeznenenue, UCHONb30BaHUE U OT3bIB CepTU(UKATOB. BO3MOXKHBIE MPUUUHBI
OT3bIBa U MPHOCTAHOBJICHUS ACUCTBUS cepTHdukaToB. Cucku 0To3BaHHBIX cepThdukaToB (CRL)
PaznoBuanoctu CRL. Cioco6s! myonukanuu CRL. Mcnonb3oBanue nmpotokona OCSP st npoBepku
craryca ceprudukara. Pecionnep OCSP u ero nHactpoiika. @opmaTsl coobmienuit nporokoia OCSP.
®dopmartsl noanucaHHbIX JaHHbIX: CMS, mramnsl Bpemenu TSP, popmar CADES.

Tema Ne6. HuTerpupoBaHHoe 3aHsiTue - TpeHUHr '"[IpoBepka a0cTOBEpHOCTH
CBeJleHN I NPHU 00pAaLeHNH 32 CePTH(PHKATOM KJII04YA MPOBEPKH JIEKTPOHHOI moanucu''.

HopmaTuBHBIE JOKYMEHTHI, DPETJIAMEHTUPYIOIIUE TMOPSA0K MOJy4yeHUs CcepTU(PUKATOM
KJI0Ya IPOBEPKH DJIEKTPOHHOW mnoxanucu. TUNn4HBIE CHUTyallMH, CBA3aHHBIE C IPOBEIECHUEM
MIPOBEPKU JOCTOBEPHOCTH CBEIEHUH NpuU oOpalleHuu 3a cepTUPUKATOM KIo4ya MPOBEPKU
JJIEKTPOHHOU MOANUCU. VHTEpakTHBHBIM KOYYUHI II0 COCTaBJICHHUIO M IIPOBEACHMUIO OIPOCa
«HEeA0OPOCOBECTHBIX» M. J[eHCTBHSI JOKHOCTHBIX JIUI] IPH BBISIBICHUU HApYIIECHUI.
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METOANUYECKHUE PEKOMEHJALIUN

3aHATUSA 1O JUCLUIUIMHE MNPOBOJATCA B (opMe JEeKIMH M NpaKTUYECKHX 3aHATHH. B
nporecce M3ydeHus y4deOHOM IMCUUIUIMHBI 3HAYUTENIbHOE KOJIMYECTBO BPEMEHU OTBEACHO Ha
IIPAKTUYECKUE 3a1aHus, B MPOLECCE BBIIOIHEHUS KOTOPBIX CIYLIATEIU MOIY4Yar0T MPAaKTUYECKUE
HAaBbIKM YCTAaHOBKHU, HACTPOMKH U UCII0JIb30BaHUS KOMIIOHEHTOB PKI.

IIpu peanuzanuu AUCUUIUIMHBL B paMKax IpOrpaMMbl IOBBIIIEHUS KBaIU(pHUKALUU
MPUOPUTET OTHACTCA NPAKTUYECKOH HAIMPAaBICHHOCTH OOYYCHMS: MPAKTUYECKHE aCTIEKTHI
IPUMEHEHMsI 3aKOHOJATEIbCTBA W HOPMATUBHBIX AOKyMeHTOB P®d; peanuszauus TpeOoBaHMA
HOPMATUBHBIX JOKYMEHTOB mpu noctpoernu PKI Ha 00bekTe 3amThl, 0COOEHHOCTH HACTPOUKHU U
UCIOJIb30BAHUS OTEYECTBEHHOT'O IPOrPAaMMHOI0 00€CIIeYeHUs YJOCTOBEPSIOIINUX LIEHTPOB.

BonpmnHCTBO 3aHATHI IO JAHHON TUCUUIUIMHE - IPAKTUYECKUE, IS IPOBEIECHUS KOTOPBIX
pEKOMEHAyeTCs NMPUMEHATh COBPEMEHHbIE (POPMBI U METOZbl OOy4YeHHMs, BKIIIOYAs AKTUBHbIE U
UHTEPAKTUBHBIE.

JU1d poBeIeHUs JIEKIIMOHHBIX U IPAKTUYECKUX 3aHATUN MCIOJIb3YHOTCSI AKTUBHBIE METOIbI
O0y4YeHHS, CTUMYIHPYIOIIUE TO3HABATEIBHYIO JAEATENbHOCTh CIyIIaTeiel, Omupasch Ha
METOINYECKUE OCHOBBI IEAATOTUYECKON TEXHOIOIMH «Pa3BUTHE KPUTHUECKOTO MBILLTICHUSD.

TexHoI0rnYecKyo OCHOBY COCTaBiIsieT 0a30Basi MOJIEb TPEX CTAAUN «BBI30B — peanu3aius
cMbIciia (ocMbIciieHne) — pediaekcust (pa3MbIlUIEHUE)», KOTOpast HO3BOJSET IOMOYb CIyLIaTeNsIM
CaMHM OIIPEIENIATH e 00Y4YEHUsI, OCYIIECTBISATh AKTUBHBINA TOMCK UHPOPMAIIUU U Pa3MBIILISATH
O TOM, YTO OHHM y3Hanu. Ha craaum BbI30Ba (evocation) B CO3HAHUM CIyHIaTelned MPOMCXOIUT
IIPOLIECC AKTYAIM3ALUN UMEIOIINXCS 3HAHUM U IIPEACTABICHUM O Npeamere u3ydeHus. Ilockonbky
IIPU 3TOM COYETAIOTCS WHAMBMIYyalbHas M IpynmnoBas (opmbl paboThl, ydacTHe CilyllaTesed B
00pa3oBaTeNbHOM IPOIECCe  AKTUBHM3HMPYETCsS, (OPMHPYETCsl TIO3HABATEIBHBIA  HMHTEpEC.
Pe3ynbTaTom JaHHBIX TPOLIECCOB SABISAETCS CAMOCTOATENBHOE ONIPEAEIICHUE MU 1I€]IN TalbHEUIEH
y4eOHOM e TEIbHOCTH.

Ha craauu ocmbicienus (realization) ciayinarenb BCTYNAEeT B HEMOCPEACTBEHHBIN KOHTAKT €
HOBOM wuHopMairmet — HocuTeneM HOBbIX uzeil. [Ipomcxomut ee cucremarusanusa. Craaus
peduexcun (reflection) xapakrtepusyeTcst TeM, YTO CIYIIATENIM 3aKPEIUIAIOT HOBBIE 3HAHUSA U
aKTUBHO IEPECTpPauBalOT COOCTBEHHBIE IMPEACTABICHUS C T€M, YTOObI BKIIOYUTH B HUX HOBBIE
noHatus. Takum oOpa3oM, IPOUCXOIUT “TIPUCBOEHHE” HOBOT'O 3HAaHUS U (OPMHPOBAHHE HA €rO0
OCHOBE CBOETO apryMEHTHPOBAHHOTO MPEACTABICHUS 00 U3y4yaeMOM OOBEKTE.

B xozxe paboTel mo Takoi Mojenu oOydarolvecs OBJIAAEBAIOT PA3IMYHBIMU CIIOCOOAMHU
UHTErpUpOBaHusl WHGOpPMAIUMHU, Yydarcs BbIpabaThiBaTh COOCTBEHHOE MHEHHE Ha OCHOBE
OCMBICIIEHHUS Pa3JIMYHOTIO OIBITA, UIEH U MPEACTABIEHUH, CTPOUTh YMO3AKIIOUEHUS U JIOTUYECKHE
LIENU J10Ka3aTeNbCTB, BbIpaXKaTh CBOU MBICIU YETKO, MOHITHO JJI IPYTHX, YBEPEHHO U KOPPEKTHO
10 OTHOILLEHUIO K OKPYKAIOIIUM.

IIpakTuyeckue 3agaHus (MpUMepbI)

1. PaccuuTaiiTe KOIMUYECTBO LIEHTPOB PETUCTPALIMHU AJII OTHOPAHTOBOI'O YIOCTOBEPSIOIIETO
LEHTpA.

CKOJIBKO IIEHTPOB CEPTUPHKAIMU JOIKHO OBITh B yIOCTOBEPSIOIIEM [IEHTpe?

Ckonbko TpebyeTcs aAMUHUCTPATOPOB LIEHTpa perucTparun’?

Kakue ¢pyHKINN BBITOTHAET AMUHUCTPATOP LIEHTPA PETUCTPALIUH?

Kakue ¢pyHKIMN HEe JOCTYITHBI ONEPaTOpy HEHTPa pErucTparuun?

o gk wnN

KaxoBbl aeiicTBUsI onepaTopa B Cily4ae BBISIBICHHS «HEA00POCOBECTHBIX) JIULI.

Chnucok JimTeparypbl

a) OCHOBHas JIUTepaTypa:
1. Bapnaras, C.K. Kpunrorpadpuuyeckne MeToasl UM  cpencTBa  oOecredeHus
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nH(pOpPMAIMOHHOM Oe30macHoCTH: yueOHo-MeTonndeckuii kommeke / C.K. Bapnaras; coasr. M.B.
[[Taxanosa. - M.: IIpocnekr, 2023. - 152 c.

2. HWudopmannonnas 0e30MacHOCTh B TalONHMIaX M CXeMax: y4eOHO-METOJUYECKOe
nocobue. H.I'. JIabytun, O.1. KimmmuenkoB. 7-e¢ u3n. - H. Hoeropoa: «Axanemus ®HC JIAB-
Bomray, 2024. - 106 c.

3. Kpunrorpaduueckue meTo bl 1 cpeacTBa 3amuThl nHGopmaruu. Yueonuk CI10 / A.B.
ba6am, E.K. bapanosa, M.: Knopyc, 2024. — 224 c.

4. Kpunrorpadgudeckue METOABI M CPEJCTBA 3aIIUTH HHGOpMaK: YdeOHoe mocooue /
H.I'. Byrakosa, H.B. ®enopos. — CII16.: U1 «Muatepmenuar», 2023. — 384 c.

5. BacunbeBa, M.H. Kpunrorpaduyeckue Meroasl 3amuThl MHGOPMAIMU: yUYSOHUK H
npaktukyM Uit By30B / U.H. BacunbeBa. — MockBa: M3natensctBo HOpaiit, 2024. — 349 c.

0) JOMOJHUTENbHAS JIUTEPATYpA:

1. Taruenxko H.A., Hcaes A.C., SfxoBneB A.Jl. «Kpunrtorpaduueckas 3ammra
unpopmanuny» — CI16: HUY UTMO, 2012. — 142c.

2. Mensaukos B.B. be3onacHocTs nHGOpMaLuy B aBTOMaTH3MPOBAHHBIX cucteMax / B.B.
MenbpaukoB. - M.: ®uHance ¥ cratucTruka, 2003.

3. ®opoysan b.A. Kpunrorpadus u 6e3onacuocts cereil. YuedHoe mocodbue. URSS. 2010.
784 c.

4. ®enepanphblii 3aKoH oT 06 anpeins 2011 r. Ne 63-D3 «O06 31eKTpOHHON NOATHCHY.

5. ®epnepanpublii 3akoH oT 27 wmronsgs 2006 1. Ne 149-03 «O6 wunbopmanuu,
MH(POPMAIIMOHHBIX TEXHOJIOTHUAX U O 3aLIUTE UHPOPMAITUN.

6. Denepanbublii 3ak0H 0T 4 Mast 2011 r. Ne 99-D3 «O nurieH3upoBaHUH OT/ICIbHBIX BUIOB
JESITeTbHOCTH.

7. Tlocranosnenue [IpaBurenncrBa Poccuiickoit denepanuu ot 16 anpens 2012 r. Ne 313
«O0 yTBep)KJIEHUU IOJIOKEHHUS O JIMLEH3UPOBAHUU ACSTEILHOCTHU 1O pa3paboTKe, MPOU3BOJICTBY,
pacrpoCcTpaHEeHUIO MM (PPOBATBHBIX (KpUNTOrpaUUecKUX) CPeACTB, HH(HOPMAILIMOHHBIX CHCTEM U
TEJIEKOMMYHUKAIIMOHHBIX ~ CHUCTE€M, 3allUIIEHHBIX C  HCIOJb30BaHUEM  IHU(POBATBHBIX
(xpunTorpauuecKrux) Cpe/iCTB, BHIMOJIHEHUIO padOT, OKAa3aHUIO YCIYr B 00JacTU MIU(pPOBaHUS
nH(pOpMalLIMK, TEXHUYECKOMY OOCTYKMBAaHUIO MIM(PPOBAIbHBIX (KPUOTOrpaUyeCcKuX) CpeiCTB,
MH(GOPMAIMOHHBIX CUCTEM U TEJIEKOMMYHUKALIMOHHBIX CUCTEM, 3allIMIIEHHBIX C UCIOJIb30BAHUEM
mUPPOBaTbHBIX (KpUNTOrpaUUECKUX) CPEICTB (3a HCKIIOYEHHEM Ciydyas, €ClIM TEeXHHYECKOoe
o0ciTy’)KuBaHHe MUPPOBAIBHBIX (KpUNTOrpadUuecKux) CpeacTB, MH(OPMAIMOHHBIX CHUCTEM H
TEJIEKOMMYHUKAIIMOHHBIX ~ CHCTEM, 3allWIIEHHBIX C  HWCIOJb30BaHHEM  IH(POBATHHBIX
(xpunTorpaM4ecKux) CpeACTB, OCYIIECTBIAETCS JUIs oOOecleYeHUs COOCTBEHHBIX HYX]
IOPUINIECKOTO JIUIA WIH WHAWBUIYAILHOTO PEIIPUHIMATEIS)).

8. Ilocranosnenue [IpaBurenscrBa Poccuiickoit deaepaunn ot 6 HosOps 2007 1. Ne 758
«O TOoCYIapCTBEHHON aKKpeAUTAIIMU OpPTaHHU3aIlii, OCYIIECTBISIONINX JCATEIHPHOCTh B 00JACTH
MH(POPMAIIMOHHBIX TEXHOJIOTHIT».

9. Tlonmoxenue O TOpsAKE Pa3pabOTKH, MPOM3BOJCTBA, PEAM3AlMU W HCIOJIH30BAHUS
CpeACTB KpUNTOTpaprUeCKON 3aIUThl HHYOPMAIMK ¢ OTPaHUYEHHBIM JOCTYIIOM, HE COJIepKalleit
CBEICHMI, cocTaBistouux rocynapcrsernyro taitHy (I1K3-2005). Yreepxkaeno npukazom ®Cbh
Poccun ot 09 despans 2005 r. Ne 66.

10. IIpuka3 ®Cb Poccun ot 27 nexadpst 2011 r. Ne 796 «O06 yrBepxknennn TpeGoBaHuit K
CpeAcTBaM dJIEKTPOHHOM noanucu u TpeboBaHMii K CpeICTBAM yIOCTOBEPSIOLIETO [IEHTPaY.

11. Mpuka3z ®Ch Poccuu ot 27 aexadbps 2011 r. Ne 795 «O0 yrBepxkaenun TpeboBaHuit k
(dopme KBaTUPUIIMPOBAHHOTO cepTUHUKATA KITFOYA TPOBEPKH AIEKTPOHHON MOITHUCH.

12. Tpukaz ®AIICU ot 13 mrors 2001 r. Ne 152 «O0 yTBepKI€HUU WHCTPYKIIUH 00
opraHu3anyu 1 odbecrieueHNH 0€30MaCHOCTH XpaHEHUs, 00pabOTKH M Mepeadn Mo KaHalaM CBS3H
C HCIOJIb30BAHHEM CPEACTB KpHUOTOrpaduyeckoil 3amuThl MHQOpPMALMK C OTPaHHUYEHHBIM
JOCTYIIOM, HE COAEPKALLEH CBEICHUM, COCTaBIIAIOIIUX TOCYIAPCTBEHHYIO TAHY»

13. TOCT P 34.10-2012 Wndopmamumonnas texHonorus. Kpumnrorpadudeckas 3amura
uHpopmanuu. Ilpouenypsl BEIpaOOTKH M MPOBEPKH SJIEKTPOHHOM 1HudpoBOil moamucu Ha Oaze
aCUMMETPUYHOT0 KpUIITOrpahuuecKoro aliropurMa
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14. TOCT P 34.11-2012 Nudopmaunonnas texHonorus. Kpunrorpaduyeckas 3ammra
uHpopmarmy. OyHKIHS XSIIMPOBAHUS

15. TOCT 28147-89 Cuctembl 00paboTku WHGOpMAIMU. 3alluTa KPUIITOTpaduiecKas.
ANTOpuTM KpHNTOrpaduyeckoro npeodpazoBaHus

PABOYAA ITPOI'PAMMA JUCHUITVINHBI

Ynpasienue KpunrorpapuuecKuMu KJIKYaMu

(HauMeHOBaHNE y4eOHOH TUCIUILIIHEI)

BBenenue

PabGouas nporpamma AMCUMIUIMHBI —pa3paboTaHa [ OPOrpaMMbl  MOBBIIICHUS
KkBanupuKayuu «OnepaTop yA0CTOBEPSIOIIETO IIEHTPAY.

B pe3synbTaTte ocBOeHUs TaHHOW AUCHMILTUHBI TOCYAApCTBEHHBIE TPAXKIAHCKHUE CITYKAIUe
uHcnekuuid u ynpasineHudt ®HC Poccum coBeplIeHCTBYIOT CBOM 3HAHHUS W NIPUOOpETArOT
MPAKTUYECKHE HABBIKM HMCIIOJNIB30BAHMS MPOTPAMMHOIO OOECTIeUeHUs yI0CTOBEPSIONIEro IIeHTpa,
MO3BOJISIONINE CHEIHAIHUCTY I10 3aIIUTE NHPOPMALIUHU BBITOIHATH MEPOIIPUATHS IO 00ECTICUSHUIO
0e3onmacHOCTH HHGOPMAIHMH ¢ Ucrioab30BanreM PKI.

HeJ’II/I, 3aJa4u U1 MeCTO yqeﬁﬂoﬁ AUCHUIIVIMHBI B IIPOIECCE MOBLIINICHUA KBaJ’II/I(l)I/IKaIIHH

Ilenp y4eOHOM MUCIMIUTUHBI — COBEPIICHCTBOBAHWE W (WMJIM) IMOJIyY€HHWE HOBBIX 3HAHUH,
YMEHHI ¥ HAaBBIKOB CIIEIMAIUCTAMU IO BOMPOCAM HCIOJB30BAHUS 3JIEMEHTOB yIOCTOBEPSIOIIETO
LIEHTpAa.

3amaun yueOHOM TUCIUTUINHEIL:

N3yuenune mopsinka paboOThl ¢ KOMIIOHEHTaMH yaocToBepsitotiero neaTpa Kpunrollpo V1.

CoBepilIeHCTBOBaHHE YMEHUH W HaBBHIKOB (OpPMHpOBAHHS KIIOYEBOM HMH(POpMAIUU U
YOpaBICHUS >KHU3HEHHBIM ITUKJIOM KPHUOTOrpadUUYECKUX KIIIOUYEH, HCIOIB30BaHUS CPECTB
YIPABIECHUS KIOYaMHU.

[Tonyyenne mNpPakKTUYECKUX HABBHIKOB MCIOJB30BAHUSI OTEYECTBEHHOTO IMPOTPAMMHOIO

obecrnedeHus yI0CTOBEPSIONIUX [IEHTPOB.
Jannas yueOHasi MUCIUIUIMHA SIBISETCS HTOrOBOM Y4eOHOHM IUCIHUIUIMHOW MPOrpaMMBI
TTOBBIIICHUS KBATU(PUKAIIAU.

TpeGoBanus K pe3yibTaTaM 0CBOCHUSA Y4eOHOM IMCUMILIUHBI.

B pe3ynbraTe u3yueHus JaHHOM TMCHUIUIMHBI 00yJaromuecs JOKHbI:

a) 3Hamo

3JIEeMEHTHI yIpaBieHUs LIEHTpa cepTudukanuu, neHTpa perucrpanun 1 APM oneparopa
YIOCTOBEPSIOLLETO LIEHTPA;

MEXaHU3M B3anmojencTers komnoneHToB Kpunrollpo VII;

NPUHIUIBI YIPABICHUS KIIOUYEBOM HH(pOpMalei;

0) ymems:

UCIOJIb30BaTh KpUOTOrpapuuecKue MeTOJbl M CpPEACTBAa 3aIIUThl HH(POPMALUU B
MH(OPMALIMOHHBIX CHCTEMAX;

yCTaHABIMBaTh, HACTpauBaTb W OJKCIUIyaTUPOBaThb IPOTrpaMMHBIE M IPOrPaMMHO-
anmapaTHbIe Cpe/ICTBA 3alllUThl MH(POPMALIMK Pa3IMYHbIX IPOU3BOIUTENEH (B TOM YUCIIE CPEICTBA
ANIEKTPOHHOM TTOAMUCH ¥ IPOTrpaMMHO-anmapaTHeix kommoneHToB Kpunrollpo VII);

9KCILJTyaTUPOBAaTh KOMIUIEKCHl YIOCTOBEpSIOIIMX IIEHTPOB, pa3BEepHYThIX Ha 0aze
IIPOrPaMMHBIX KOMIUIEKCOB Pa3IMYHbIX IPOU3BOJUTENEH;

aIMUHUCTPUPOBATH NMPOrpaMMHO-aMaparHbie KoMnoHeHTsl Kpunrollpo YII;

B) BJIaJICTh HAaBBIKAMU:

YCTaHOBKH, MEPBUYHOMN HAcTpoiiku koMnoHeHToB Kpunrollpo V1I;
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HAaCTPOMKHU U UCIOJIb30BAHUSI OCHOBHBIX MeXxaHU3MOB komrnoHeHToB Kpunrollpo VII;

O0bem yueOHOM JTUCUUIVIMHBI M BUIBI Y4eOHOH padoThl

Ne HaumenoBanue TeM Bun zanarus
n/n

ITAK «¥Ynocrosepsatouuii Llentp «Kpunrollpo
1.1 | VLI»: pa3BepTblBaHNE U HACTpPOIlKa MapaMETPOB [IpaKTUKA
KoMIoHeHTOB L{enTpa ceprudukanyu

[TAK «Y nocrosepsitouuit Lentp «Kpunrollpo

1.2 | YLI»: pa3BepTbiBaHUE U HACTpOIlKa MmapaMeTpoB MpaKTHKA
KoMIOHEHTOB LleHTpa perucrpanuu

1.3 | Hactpoiika pabodero mecta oneparopa Y1 MpaKkTHUKa
Perucrpanuss  mome3oBarens B Y[ wm [IpaKTUKA

14 | M3rOTOBICHHE ceprudukara KIHOYa TMOAMHCH.

LlenTpanu3oBaHHas M paclpeielieHHas cXema
00CITyKHBaHUSI.

OO0mmit 00beM BpeMEHH, OTBOJUMOTO Ha OCBOEHHE y4eOHOW IUCIMILIMHEI, COCTaBIseT 16
yacoB (15,7% ot Bcero oo0bema mporpaMmsl).

PedepaTuBHOE onmucaHne TeM

Tema Ne 1. ITAK «Ynocrosepsitommii LHentp «Kpunrollpo YVII»: pa3BeprbiBaHue u
HACTpoiika napaMeTpoB KOoMNoHeHTOB LlenTpa cepruduranmnu.

Ha3naueHue ¥ OCHOBHBIE BO3MOXKHOCTH IporpamMMHo-amnmnapatHoro komiuiekca (ITAK)
«Y nocrosepsitoutuit nentp «Kpunrollpo YII» Bepcun 2.0. HopmatuBHO-TIpaBoBOE oOecrieueHne
nesrenbHocT YII. Hasnauenuwe. OOGmacth mnpumeHeHus. OcHoBHble (yHKIMM. Jlormueckue
KOMITOHEHTHI. TexHHu4eckne cpeacTBa. DIEKTPOHHbIN 3aMOK «Co00ib». CMapT-KapThl U TOKEHbI
pasnuuHbIX Mojeneit eToken, Pyroken, JaCarta ans 3amuTs! kintoueit O11. @yHKIIMOHATIBHBIE POIIH.

[Tnanuposanue passeproiBanus [TIAK «VY nocrosepsromuii nentp «Kpunrollpo YII» Bepcun
2.0. TunoBsle cxembl myonukauu Y1 B cetn aTepHer. JInnen3nonnsle orpannyenus. CTpykrypa
n pexumsl padotsl LIP. Peanuzanus ponesoro aamunuctpupoBanus. [lonutuka PKI. Cocras
ceptudukatoB kiaroueit nposepku I u CRL. JlononnutensHble 3aaaun Y11

VYcranoka [TAK «VY noctosepstouuii nentp «Kpunrollpo YII» Bepcun 2.0. [Toaroroska
cuctembl cemeiictBa Windows Server 2008 R2\ 2012 (R2). Hactpoiika cepsepa LIC. Hactpoiika
cepsepa LIP.

Tema Ne2. ITAK «¥Ynocrosepsitomuii Hlentp «Kpunrtollpo YII»: passeprhiBanmne n
HACTPOIiKa mapaMeTpoB KOMIOHeHTOB LleHTpa perucrpanuu.

Hactpoiika Konconu ynpasnenns LIP. Hactpoiika Konconu ynpasnenus LP.

Tema Ne3. Hactpoiika pa6ouero mecra oneparopa YII.

@ynkunonupoBanue YI[ c¢ ucnonszoBanuem Koncomu ympasnenus LIP. Peructpanus
HOBOTO TMoJyb3oBaTens. Beimyck ceprudukarta nonb3oBatento. [Iproctanosnenue ceprudukara
nonp3oBarens. Bo3oOHOBIeHMe cepTHdUKaTa Monb30BaTeNss. AHHYJIUpOBaHME cepTH(dUKaTa
MTOJIb30BATENS.

VYcranoBka VYL ams  Bellycka KBadU(UIMPOBAHHBIX cepTU(dukaroB. BriroueHue
JOTIOTHUTEBHBIX TIoNIel B cepTudukar Y. BrirodeHne TOMONTHUTENBHBIX MOJeH B cepTHdUKAT
agMuHMcTpaTopa LIP.

Tema Ned. Perucrpanust nmosan3oBarens B YI{ u usrorosiieHue ceprudukara kiw4a
noanucu. llenTpann3oBanHas U pacnpeaejaeHHast cxeMa 00CJIyKUBAHMSA.

Oynknuonuposanue Y1 ¢ ucnonp3oBanueMm Beb-moprana 1[P. OTkimonenue 3ampoca Ha
peructpanuio mnonb3oBatens. OmpoOpeHue 3armpoca Ha perucTpaiuio monb3oBatens. OmpobpeHue
3ampoca Ha cepTu(uKaT. YCTaHOBKAa M IOJTBEPXKIEHUS YCTAaHOBKM cepTudukaTa. IIpoBepka
cepTuduKaTa Ha Mo UIMHHOCTH. O00peHue 3ampoca Ha pruocTaHoBienue. OgodpeHue 3ampoca Ha
BOCCTAHOBJICHHE.
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METOANUYECKHUE PEKOMEHJALIUN

3aHATUSA N0 AUCLHUILIMHE IPOBOAATCS B POpPME NPAKTUYECKUX 3aHATUH, JIEKIUH IO JAHHOU
IMCLUUIUIMHE HE TPeaycMOTpeHo. B mporecce m3ydeHus yuyeOHON AMCHUIUIMHBI 3HAYUTEIHHOE
KOJIMYECTBO BPEMEHU OTBEJICHO HA BBIIIOJHEHUE IPAKTUYECKUX 3aJaHUM, B IIPOLIECCE BBIITOJIHEHUS
KOTOPBIX CIIYIIATEIN IOJYy4arOT MPAKTUYECKUE HABBIKA YCTAHOBKHU, HACTPOMKM U MCIOJIb30BaHUSA
komnoHeHToB Kpunrollpo VI1I.

[Ipu peanuzanuu AUCUUIUIMHBL B paMKax HpPOTpaMMbl TOBBIICHUS KBaTH(PHUKAIUN
IPUOPUTET OTHAETCA IPAKTUYECKOM HANPABICHHOCTH OOy4YeHMs: IPAKTHUYECKHE aCIHEKThI
IIPUMEHEHUs 3aKOHOJATEIbCTBA M HOPMAaTUBHBIX JOKYMEHTOB P®; peanuzauus TpeOoBaHUil
HOPMAaTHUBHBIX TOKYMEHTOB npu nocrpoeHuu Kpunrollpo VI[ Ha o0bekTe 3amuThl, 0COOEHHOCTH
HAaCTPOMKHM U HCIIOJIb30BAHUS OTEUECTBEHHOI'O IMPOTPAMMHOIO OOECIEUEHHUS YI0CTOBEPSIOLINX
LIEHTPOB.

Bce 3anATHA 1mO JaHHOM JAMCHMIUIMHE - IPAKTHYECKHE, Ui IIPOBEACHUS KOTOPBIX
pEeKOMEeHAyeTCs NMPUMEHATh COBpeMEHHbIe (JOPMBI U METOZbl O0y4YeHHMs, BKIIIOYAs aKTUBHbIE U
MHTEPAKTUBHBIE.

Jlis mpoBeJieHHs MPAKTUYECKUX 3aHATHH HCIOJIb3YIOTCS AaKTUBHBIE METO/Abl O0yuyeHwMs,
CTUMYJIAPYIOLIUE [103HABATEIBHYIO JEATEIBHOCTh CIIYLIATEeJICH, ONMPAasACh HAa METOJMYECKHUE
OCHOBBI I1€JarOTMYECKOM TEXHOJIOTuH «Pa3BUTHE KPUTUYECKOTO MBIILITIEHUS .

TexHoI0rnyecKyo OCHOBY COCTaBiIsieT 0a30Basi MOJIEb TPEX CTAAUN «BBI30B — peann3arus
cMbIciia (ocMbIciieHne) — pediekcust (pa3MbIlUIEHUE)», KOTOpasi HO3BOJSET IOMOYb CIyLIaTeNIsIM
CaMHM OIPEJENSATh LIeTU 00yUEHUs], OCYILECTBIISTh AKTUBHBIA MOMCK HHPOPMALIMK U Pa3MBILLUIATh
O TOM, YTO OHHM y3Hanu. Ha cragum BbI3oBa (evocation) B CO3HaHMHU ClyHiaTteiaed MpOUCXOIUT
IIPOLIECC AKTYAIM3ALUN UMEIOIIMXCS 3HAHUM U IIPEACTABICHNM O Npeamere u3ydeHus. Ilockonbky
IIPU 3TOM COYETAIOTCS WHAMBUIYyalbHAs M IpynnoBas GopMbl paboTbl, ydyacTue ciyluaTeneil B
o0pa3oBaTebHOM MpOLECCe aKTUBM3UpPYETCs, (OpMUPYETCS TO3HABATEIbHBIA HHTEpEC.
Pe3ynbTraToM TaHHBIX IIPOLIECCOB SABISAETCA CAMOCTOATENIBHOE ONPEACIICHUE UMU LIEJIN JAJIbHEHUIIEH
y4eOHOM e TENbHOCTH.

Ha craauun ocmbicienus (realization) ciayiiarenb BCTYNAeT B HEOCPEACTBEHHBIN KOHTAKT €
HOBOM wuHoOpManmet — HocuteneM HOBBIX uzaeil. [Ipoucxomut ee cucremarmzarus. Craaus
peduexcun (reflection) xapakrtepusyercst T€M, YTO CIYIIATENIM 3aKPEIUIAIOT HOBBIE 3HAHUSA U
aKTUBHO NEPECTPauBalOT COOCTBEHHBIE IMPEACTABICHUS C TEM, YTOObI BKJIIOYUTh B HUX HOBBIE
noHatus. Takum oOpa3oM, MPOUCXOIUT “TIPUCBOEHHE” HOBOI'O 3HaHUS U (OPMHPOBAHUE HA €rO0
OCHOBE CBOETO apryMEHTHPOBAHHOTO MPEACTABICHUS 00 U3y4yaeMOM OOBEKTE.

B xozxe paboTel mo Takoi Mojenu oOydaroliuecs OBJAAEBAIOT PA3IMYHBIMU CIIOCOOAMHU
UHTErpUpOBaHusl WHGOpPMAIMU, Yydarcs BbIpabaThiBaTh COOCTBEHHOE MHEHHE Ha OCHOBE
OCMBICJIEHHUS Pa3IMYHOTIO OIBITA, UAEH U MPEICTABIECHUH, CTPOUTh YMO3aKIOUEHHS U JIOTHYECKUE
LIETIH JTOKA3aTeNbCTB, BBIPAXKaTh CBON MBICIIH YE€TKO, IIOHATHO VISl IPYTUX, YBEPEHHO U KOPPEKTHO
10 OTHOLIEHUIO K OKPYKAIOLIUM.

Jl51g mpoBeieHus MPAaKTUYECKUX 3aHATHI B AKaJieMUH pa3paboTaHa cpelia BUPTyalu3aluu
C BUPTYaJIbHBIMU MAalllMHAMU, UHUBHIyaIbHBIMH Ul KaXJI0ro oOy4aromerocs. B BuUpTyaabHbIX
MalIMHAaX YCTAHOBJIEHBI OINEPAI[MOHHBIE CHCTEMbl M MPUKIIAJHOE IMPOTrpaMMHOE OOecCIeueHue,
M3Yy4aeMOo€e CIIYIIATEIsIMU Ha 3aHATUAX. [Ipy BBINOJHEHMM NMPAKTUYECKUX 3aJaHUN NPUMEHSIETCS
JUIEH3MOHHOE MPporpaMMHOe o0ecrieueHue.

IIpakTnyeckue 3aganusi (MpuMepsbl)

[TpakTuueckoe 3amanue Ne 1. YcranoBka cepBepa nientpa ceptuduxaruu [IAK Kpunrollpo
VY11 2.0 na mardpopme MS Windows Server 2008 R2.

[Ipaktnueckoe 3amanme Ne 2. Hactpoiika VYI[ ans Beimycka KBaau(UIIMPOBAHHBIX
CepTH(HKATOB.

[IpakTuueckoe 3aganue Ne 3. YcranoBka cepBepa nentpa perucrpauun [TAK Kpunrollpo
VII 2.0 na mnarpopme MS Windows Server 2012 R2.
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ITpakTueckoe 3amanue Ne 4. YcraHoBka KoHcosn ynpasieHus LleHTpa perucrpanuun
Kpunrollpo VI 2.0 va mnatdpopme MS Windows 7.

[TpakTueckoe 3aganue Ne 5. Hactpolika y10CTOBEPSIIOIIETO HEHTPA.

[Ipaktuueckoe 3ananue Ne 6. Peructparus nojap3oBaTesieid B LEHTPATU30BAHHOM PEXKHUME B
KOHCOJIHM yrpaBieHus Y 1]

[TpakTrueckoe 3aganue Ne 7. Peructpanus mojib30BaTesield U BBIMYCK CEPTU(HUKATOB Yepes
BeO-TIOpTAJ IIEHTPA PErUCTPALIH.

[TpakTueckoe 3ananue Ne 8. Ypasienue cepTudukaTaMu M0JIb30BaTeNsl uepe3 BeO-mopra

LIP.
Cnucok Jaureparypbl

a) OCHOBHas JIuTepaTypa:

6. Bapnaras, C.K. Kpunrorpapuueckue MeToasl U  cpeactBa  obecredeHus
nH(POPMAIMOHHOM Oe30macHoCTH: yaeOHo-meronndeckuii komruieke / C.K. Bapnaras; coast. M.B.
[ITaxanosa. - M.: IIpocnekr, 2023. - 152 c.

7. HWudopmannonnas 0e30MacHOCTh B Ta0NMIaX HM cXeMmax: y4eOHO-METOJUYECcKOe
nocobue. H.I'. JIabytun, O.U. Knumuenkon. 7-e uza. - H. HoBropoa: «Akanemus ®HC JIAB-
Bomray, 2024. - 106 c.

8. Kpunrorpaduueckue MeTo bl U CpeacTBa 3amuThl nHpopManuu. Yuedbuuk CI1O / A.B.
ba6am, E.K. bapanosa, M.: Knopyc, 2024. — 224 c.

9. Kpunrorpaduueckre METOIbI U CPEJCTBA 3alIUTH HHPOpManu: YdyeOHoe mocodue /
H.I'. byrakoBa, H.B. ®enopos. — CI16.: UL «MuTepmenunar, 2023. — 384 c.

10. BacunweBa, W.H. Kpuntorpadpuueckue meTonpl 3amuThl UHGOpMALMU: Yy4EeOHUK H
npaktukyM Uit By30B / U.H. BacunbeBa. — M.: U3parensctBo HOpaiit, 2024. — 349 c.

0) JOMOJIHUTENbHAS JUTEpaTypa:

16. l'atuenko H.A., Hcaes A.C., SfxoBneB A.J[. «Kpunrorpaduueckas 3ammura
uHpopmanun» — CI16: HUY U'TMO, 2012. — 142c.

17. MenbnauxoB B.B. be3onacHocTs nHpopMauu B aBTOMaTU3UPOBaHHBIX cuctemax / B.B.
MenbHuKOB. - M.: ®uHaHCh U cTaTucTHKa, 2003,

18. ®opoyzan b.A. Kpunrorpadus u 6e3omacHocts ceteir. Yuedbnoe nocodue. URSS. 2010.
784 c.

19. ®enepanbhsriii 3akoH ot 06 anpenst 2011 1. Ne 63-D3 «O0 »11eKTpOHHON TOATTHCHY.

20. DenepanbHbiii 3akoH or 27 wurona 2006 1. Ne 149-03 «O6 wunHdopmaiumy,
WH(GOPMAIMOHHBIX TEXHOJIOTHAX U O 3alIUTe HHPOPMAITUI.

21. ®enepanbhblii 3ak0H 0T 4 Mast 2011 1. Ne 99-D3 «O nuueH3upoBaHUM OTAETBHBIX BUIOB
NeSITEIbHOCTH.

22. Tlocranosnenue IlpaButenscrBa Poccuiickoit @enepanuu ot 16 ampenst 2012 . Ne 313
«O0 yTBepKIEHUH IMOJIOKEHHUS O JIMLEH3UPOBAHUU AESITEILHOCTHU 10 pa3paboTKe, MPOU3BOJICTBY,
pacrpoCcTpaHeHUIO MU (PPOBATBHBIX (KPUNITOrpahuUIecKux) CpeACTB, MHHOPMAIIMOHHBIX CUCTEM U
TEJIEKOMMYHUKAIIMOHHBIX ~ CHUCTEM, 3allUIIEHHBIX C  HCIOJBb30BaHUEM  IMHU(POBATBHBIX
(xpunTorpau4ecKux) CpeiCTB, BHIMOJIHEHUIO padOT, OKAa3aHUIO YCIYr B 00JacTH MIU(ppPOBaAHUS
nH(pOpMalLIUK, TEXHUYECKOMY OOCTYKMBAHUIO MIM(PPOBATIBHBIX (KPUNTOrpaHUUECcCKUX) CPelCTB,
MH(POPMAIMOHHBIX CUCTEM U TEJIEKOMMYHUKAIMOHHBIX CHCTEM, 3aIIUIICHHBIX C UCIOJIb30BAHUEM
mUppoBaIbHBIX (KpUNTOrpaUUECKUX) CPEICTB (3a HCKIIOYEHHEM Ciydyas, €ClIM TEeXHHYECKOe
o0CITy>)KMBaHHE MUPPOBAIBHBIX (KpUNTOrpaUuecKux) CpeacTB, MHPOPMAIMOHHBIX CHCTEM U
TEJIEKOMMYHUKAIIMOHHBIX ~ CHUCTEM, 3allUIIEHHBIX C  HCIOJBb30BaHUEM  IMHU(POBATBHBIX
(xpunTorpaM4ecKux) CpEeACTB, OCYIIECTBIAETCS JUIs OOECIeYeHUs COOCTBEHHBIX HYX]
IOPUINYECKOTO JIUIA WIM UHAUBUAYAILHOTO MIPEAIPUHIUMATEIS)».

23. Tlocranonenue I[IpaBurenscTBa Poccuiickoit @enepanuu ot 6 HosiOpst 2007 r. Ne 758
«O rocynapcTBEHHON aKKpEAUTAlUM OpPraHU3alMi, OCYIIECTBISIOIUX AEATEIBHOCT B 00JIaCTH
MH(POPMAIIMOHHBIX TEXHOJIOTHII».
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24. TlonoxeHne O TOPSIKE pa3paOdOTKH, MPOU3BOACTBA, PEATH3AIMU U HCIIOIH30BAHUS
CpeICTB KpUNTOrpaduuecKoil 3auThl HHPOPMAIMHU C OTPAaHUYECHHBIM JIOCTYIIOM, HE COJep Kallei
CBEICHMH, cocTaBisouux rocynapcrsernyro taitHy (I1IK3-2005). Yreepxkaeno npukazom ®Cb
Poccuu ot 09 deBpans 2005 r. Ne 66.

25. TIpukaz ®Cb Poccun ot 27 nexadbps 2011 r. Ne 796 «O6 yrBepxknennn TpeboBanuii k
CpeacTBaM 3JIEKTPOHHOM nojnucu u TpeGoBaHMii K CpeicTBaM yIOCTOBEPSIOLIETO [IEHTPaY.

26. ITpuka3 ®Cb Poccun ot 27 nexadps 2011 r. Ne 795 «O06 yrepxnenun TpeGoBanuii k
¢dbopMe kBau(UIUPOBAHHOTO cepTU(UKATa KITI0Ya IPOBEPKH FIEKTPOHHON MOIMTUCH.

27. Tlpukaz ®AIICU ot 13 umrons 2001 1. Ne 152 «OO6 yTBepKACHHH HHCTPYKIIMH 00
OpraHu3aluu 1 odecreueHuu 6e30MacHOCTH XpaHeHUs, 00pabOTKU U Mepeladyy 10 KaHajaM CBS3U
C HCIOJIb30BaHUEM CPEACTB KPUNTOTpapUUEcKO 3aiiuThl HWHGOpPMAIMKA C OTPaHUYCHHBIM
JOCTYTIOM, HE Co/iepKalllell CBEACHUI, COCTABISIONIMX FOCYIapCTBEHHYIO TalHY»

28. TOCT P 34.10-2012 Hudopmarnmonnas texnonorus. Kpunrtorpaduueckas zamura
unpopmanuu. [Ipoueaypsl BbIpaOOTKH U MPOBEPKU ANIEKTPOHHOW HU(GPOBON MOANUCH Ha Oaze
ACHMMETPUYHOTO KPUNITOrpaUIeCKOro alropuTMa

29. TOCT P 34.11-2012 Hudopmarmonnas texnonorus. Kpunrtorpaduueckas 3amura
nHpopmanuu. OYHKIHS XCIIUPOBAHUS

30. T'OCT 28147-89 Cucrembl 00padoTku uHpopmanuu. 3ammra Kpunrorpapuyeckas.
Anroput™ KpuUnrorpaguyeckoro npeoopa3oBaHusl.

PABOYASA TPOI'PAMMA JJUCHUIIJIMHBI

IIcuxosorusi npo¢ecCHOHATBLHOM AeSITeJIbHOCTH

(HauMeHOBaHUE y4eOHOW IMCLUILTHHBI)

BBenenune

Jucuunnuna «IIcuxomnorust mpodeccuoHaIbHON 1eATeIbHOCTHY 3aHUMAET Ba)KHOE MECTO B
mpouecce OOHOBJIEHHUS, 3aKpelJIeHUS 3HAHUW W OBJAJEHUS HaBbIKAMU JUI  PELICHUS
npodeccHOHANbHBIX  3a7ay.  BbICOKMH  ypoBeHb  pa3BUTHS  KOMMYHMKaTHBHOM U
KOH(JIMKTOJIOTUYECKOM  KOMIETEHTHOCTH, CTPECCOYCTOMYUBOCTH  IMO3BOJIMT  COTPYIJHUKY
HAJIOTOBBIX OpraHoB 3(PPEeKTUBHO BBHIIOIHATH CBOIO PadoTYy.

B pesynpraTe M3ydeHMs MAHHOW JUCUMIUIMHBI TOCYHAPCTBEHHBIE CIy)KAIME IOJIy4aT
OOHOBJICHME 3HAHHMM MO MCUXOJOTHYECKUM acleKTaM JIeATeIbHOCTH OpPraHOB I'OCyJapCTBEHHOMN
BJIACTH, KOTOPBIE COOTBETCTBYIOT KBaIM(PHUKALMOHHBIM TpPeOOBaHUSAM K MNPO(PecCHOHAIbHBIM
3HaHUSIM M HaBblKaM, HEOOXOAMMBIM [UIl HUCIOJHEHUS JOJDKHOCTHBIX — 00s3aHHOCTEH
(benepanbHBIMU TOCYIAPCTBEHHBIMU CITYKALUMHU.

He.]'ll/l, 3aJa4Y4 1 MECTO yqeﬁﬂoﬁ AUCHUIIJIMHBI B MPOIECCe MOBLINICHUSA KBaJII/I(l)I/IKaHI/II/I

Ienwy v3yueHuss MTaHHOW TUCIUTIIIUHBI COCTOUT B (POPMUPOBAHUHN HOBBIX M PA3BUTHUHU paHEe
MPUOOPETEHHBIX TPOGECCHOHATBHBIX KOMITIETEHITUHN TOCYapCTBEHHBIX TPaXIaHCKHUX CITYKAIllUX B
YaCTH 3HaHUM BOIIPOCOB MCUXOJIOTHH MPO(HECCUOHATHLHOMN NEITETEHOCTH COTPYIHIUKOB HAJOTOBBIX
OpraHoB.

B pamkax 3asBiIeHHOMN 1e/IN JOKHBI ObITh PEIICHbI CIEAYIOUNE 3a0auu.

— CcO3MaHHe YCIOBHM MAnsg TpaHChopManuu yueOHO-TIO3HABATEIHHON JEATEIbHOCTH
ciymaresei B mpodeccuoHANbHYIO AESITETbHOCTh FOCCIYXKAIIUX HAJIOTOBBIX OPIaHOB;

— pa3BUTHE CIOCOOHOCTH M TOTOBHOCTH HCIONB30BaTh 3HAHUE METOJOB U TEOPHiA
TICUXOJIOTHYECKOW HAYKH B TIPAKTUKE MPOPECCUOHATBHON EATETbHOCTH;

— oOyuenue mpuemam 3(h(HEKTHBHOTO B3aUMOJCUCTBUS B Tpollecce MpodheCCHOHATBHOM
NeSITeIbHOCTH.

B pe3ynbTaTe 0cBOEHUSI JAHHOW TUCHUILIMHBI TOCYIapCTBEHHBIEC TPAXKAAHCKUE CITYXKAIIHe
nHcnekui u ynpasineanii ®HC Poccun mosrydatr oOHOBJICHHE 3HAHWM M COBEPIICHCTBOBAHHUE
HaBBIKOB PEILIECHUS TIOCTABJICHHBIX 3a/lad [0 OCHOBHBIM HaNpaBJCHUSIM JIEATEIbHOCTH U
KOMITETEHIIUSIM C YUE€TOM ICUXOJIOTUYECKUX 3aKOHOMEPHOCTEH OpraHu3aluy B3auMOeHCTBHS.
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IInanupyemMsble pe3yJbTaThl 00y4eHHs

B pe3ynbTaTe 0CBOCHMS JaHHOW MPOrpaMMBbl TOCYJAPCTBEHHBIN T'PAKIAHCKUM CITy KAy

JOJKEH
3Hamy!:
® [OHATUE  KJIMEHTOOPUEHTHUPOBAHHOCTH, OCHOBBI BHEIIHEM W BHYTpPEHHEH
KJINEHTOOPUEHTHUPOBAHHOCTH;
® OCHOBHbIE IPUHLINIIBI KJIMEHTOOPUEHTUPOBAHHOTO B3aUMOJIEICTBUSA c
HaJIOTOIlJIaTeNbIINKAMU;
e TexHUKU 3((HEKTUBHON KOMMYHUKAIIUU HA TOCYJapCTBEHHOM rpaskIaHCKOM ciyxoe.
ymemy:
® OpraHu3oBaTh rpoLecc KJINEHTOOPUEHTUPOBAHHOT O B3alMOJENCTBUS C
HaJIOTOIlJIaTeNbIINKAMU;

® TPUMEHATH TEXHUKH d()(PEKTUBHON KOMMYHHKAIIMN BO B3aMO/JICICTBHH;
e paspemniatb KOH(IUKTHI.
e1adems HABLIKAMU.
® BBICTPAaMBAaHUA  MEXKIWYHOCTHBIX  OTHOIICHWM, TOCTPOCHHBIX  HA  MPHUHIUIIAX
KJIINEHTOOPUEHTHPOBAHHOCTH;
¢ >(pPeKTUBHON KOMMYHUKAIIHH.

Ne i/ HaumMmeHoBaHue TeEM Bun
3AHATHSA

4. IcuxoJorus nNpogecCHOHATBLHOI IeATeILHOCTH

41 BHemHsis 1 BHYTpEHH:ISI KITUEHTOLIEHTPUYHOCTE. LleHHocTn Jlexyus
YeJI0OBEKOLICHTPUIHOCTHU
4.2 O dexTuBHBIE TPOdheccHoHANbHBIE KOMMYHUKAILH Ilpaxmuka
43 YnpasneHue KOHPIUKTAMH: TEXHOJIOTUU KOHCTPYKTUBHOTO pa3pelieHust Jlexyus
IIpaxmuka
4.4 CrpeccoycToOMYMBOCTD U MPO(QHIAKTHKA TPO(ECCHOHATBHOrO BRITOPAHUS Ipaxmuxa

O0bem 3anstuii mo quciuminHe — 10 gacos (9,8 % ot Bcero oobemMa mporpamMmmel).

PedeparuBHoe onucanue Tem

4.1. Buemnss u BHYTPEHHSS KJIMEHTOLEHTPUYHOCTb. HennocTn
YeJIOBEKOLEHTPHYHOCTH

IloHsATHE ¥ MPUHLMIIBI YETOBEKOLUEHTPUYHOCTU. LIEHHOCTH 4YEeNOBEKOLICHTPUYHOCTH U HUX
OTpakeHWe B Jekiaparuu uenoBekorneHTpuuHocTd u maHupecre ®HC Poccun. Buemnsas u
BHYTPEHHSS KJIMEHTOOPUEHTUPOBAHHOCTL: KYJIbTypa [JEJIOBBIX KOMMYHUKAIUHd W OMIIATUS.
Texnonorun >(pQPexTUBHON KOMMYHUKALIUM TPU B3aUMOJCHCTBUM C COTPYJHUKAMU H
MI0JI30BATEIISIMU YCIIYT.

4.2 dddexTUBHBIC NIPOPECCHOHATbHbIE KOMMYHUKAILMH.

KoMMyHMKaTHBHas KOMIIETEHTHOCTh HAaJoOroBoro uHcnekropa. Ilonstue wu Buasl
KOMMYHUKAIIMW. OTambl JCJIIOBOM Oecelpl. YCTAaHOBJIEHHE TICHXOJOTMYECKOTO0 KOHTAaKTa.
HeBepOanbHble U BepOasibHbIE NMPHUEMbl YCTAHOBICHHS ICHXOJOTHMUECKOTO KOHTAKTa. TEeXHUKHU
apryMeHTalliy U KOHTpapryMEeHTalUH.

4.3 YnpasiieHHe KOHQJUKTAMHU: TEXHOJOIMU KOHCTPYKTHBHOIO pa3pelieHust

[Tonsitue, BUbI M IPUYUHBI KOHPIUKTOB. CTpaTeruu MOBeACHUS B KOHPIUKTHOW CUTYaIUH.
JluHamuka KOH(MIMKTA. OTambl pa3pelieHds KOH(IMKTHOM CUTyaluu. YCIOBHS pPa3pelieHust
KoHQuiuKkTa. [Ipuemsl CHUXKEHMsI HampsKeHHMsl B KOH(IMKTHBIX CUTyalMsax. B3aumopeiictBue c
KOH(IMKTHBIMU JINYHOCTAMHU. OBNajieHue HaBbIKaMH 3((EKTUBHOTO TOBEACHUS B KOH(DIMKTHOM
CUTyal1H.

4.4, CtpeccoycTOiiYMBOCTb M NPOGUIAKTHKA NPO(ecCHOHATBHOTO BHITOPAHHS
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PaccmarpuBaeTcs OHATHE, CYIIHOCTh, MEXaHU3M BO3HUKHOBEHMS, CTaJAUM IPOTEKAHUS U
BUJIbl CTPECCA, BHEIIHUE U BHYTPEHHUE CTPECCOPBI; MOHATUE M CHUMIITOMbI IPO(PECCHOHATBHOIO
BBITOPAHMSI, METOJbl IICHMXOJMArHOCTUKA M TNPO(UIAKTUKH MPOPECCHOHATBHOIO CTpecca M
po(ECCUOHATILHOIO  BBITOPAHUS COTPYJHHMKOB HAJOTOBBIX OPraHOB; CIIOCOOBI pPa3BUTHUS
CTPECCOYCTOMUYMUBOCTHU. [IpueMbl 1 TEXHUKH YIIPABIEHUS CTPECCOM.

IIpakTuyeckue 3axaHus (MpUMepbI)

3aganue 1.

IIpu 3aBepuHIcHMM KOHTaKTa C HaJIOrOIUIATEIBUIMKOM PEKOMEHAYETCS CACIaTh €My
koMIuiMMeHT. 1. IlpuBenure mpuMepsl KOMIUIMMEHTOB, KOTOPBIE MOKHO MCIIOJIB30BaTh IIPU
B3aMMOJCHCTBUM C HajoromiareasmykoM. 2. IlpuBenure nmpuMepsl KOMIUIMMEHTOB, KOTOPbIE
HEJIb3s1 UCIIOJIB30BATh IPU OOIIEHUH C HAJIOTOIIATEIBIIUKOM.
3aganue 2.

Kakue mnpuembl MOMOraroT HaJOrOBOMY HWHCIEKTOPY YCTAHOBUTBH IICHXOJOTMYECKUI
KOHTaKT C HAJIOTrOIUIaTeNbIMKOM? YTO MelIaeT yCTaHOBUTD IICUXOJIOTUYECKUN KOHTAKT?

Ykaxure:

1. ITprembl, KOTOPbIE IOMOTAIOT YCTAHOBUTH KOHTAKT:

2. JleiicTBUSI, KOTOPbIE MEUIAIOT YCTAHOBUTH KOHTAKT.
3aganme 3.

[TpuBeauTe MpUMEPHI OLIEHOYHBIX (Ppa3, KOTOPBIE MOTYT BBI3BATh HEIOHUMAHHE U KeJIaHHE
3amuTuThCs. [lepedopmynupyiite 1aHHbIE (pa3bl B KOHCTPYKTUBHBIE BHICKA3bIBAHUS, yOPaB U3 HUX
OLIEHKY JINYHOCTH.
3aganmne 4.

B HaJIOroByr0 MHCHEKIMIO IIPHUIIEN arpeCCMBHO HACTPOCHHBIM Hajloromarensiivk. Ha
IIPEIOKEHUE COTPYIHUKA HWHCIEKUUU IPUCECTh, OH OTBETHJI OTKAa30M M OCTAJCSH CTOSTh,
BO3BbIIIASICh HAJl HUM. Ha MOBBIIIEHHBIX TOHAX OH Hadajl BhITOBAPUBATh HAJIOTOBOMY MHCIIEKTOPY:
«Ilouemy Bpl oTKa3anmu MHE B HajgoroBoM Bbraere?». ONUIINTE NCUXOJIOTMYECKH I'DAMOTHBIE
JeMCTBHS HAJIOTOBOTO MHCIIEKTOPA B JJaHHOW KOH(DJIMKTHOM CUTyallMM ¢ MPUMEHEHHEM MPUEMOB
CHIDKEHHUS HAaIIPSKEHUS.
3ananme S.

Hwxe npencraBiieHbl HETaTUBHBIE OLIEHOYHBIE CY)KJIEHUS, KOTOPBIE MHOT 1A UCIIOJIB3YIOTCS B
MpoLecce B3aUMO/IEHCTBHS HAJIOIOBOI'O MHCIIEKTOPA U HAJIOrOTJIaTeIbLIUKA!
1) Ckonbko MOxHO BaMm roBoputs 01HO 1 TO xe?!
2) C Bamu B00OIIIC HEBO3MOYXKHO Pa3roBapHBarh!
3) Bamu 1oKyMeHTBI 0(OpMIIeHBI 6e3rpaMOTHO!
[Io xaxzoMmy BBICKA3bIBAaHUIO OIICHMTE BO3MOXKHYIO DPEAKIMI0 HAJIOTOIUIATEIbIIUKA U
nepedopMyIHpyiTe BhICKa3bIBaHHE, YOpaB U3 HETO HETaTUBHYIO OLIEHKY JTUYHOCTH.
Hanpumep, HeratuBHoe BbicKa3biBaHue «Bbl BooOIIe cuntaTh ymeeTe?!» BI30BET OTBETHYIO
3alIUTHYIO arpeccuio, MO>XKHO nepedopmynupoBats «llepenenaiite pacuersl. B HUX conepxutcs
OLIOKa.

MeToauyeckue peKOMeHAaAHU

OOyueHre OCYIIECTBISCTCA C HCIOJB30BAaHWEM JUCTAHIIMOHHBIX TEXHOJOTHUH |
JNEKTPOHHOTO OOYYEeHHS TMyTeM KaK CaMOCTOSITENIbHOTO U3YYeHHUs MaTepuana, Tak W
B3aUMOJICHCTBUS MEJarOTHIECKOTO PAOOTHHUKA C O0yJarOIIHMCS.

Jlekiuu W TIpakTUYecKHe 3aHATUS B ¢GopMe BEOMHAPOB MPOBOIATCS MO OCHOBHBIM H
HanOoJIee CIIOKHBIM TeMaM B IEJISIX YIITYOJICHUS U 3aKPETUICHUS 3HAHUH CITyIIaTeN e, TTOTyIYeHHBIX
UMH B TIPOIIECCE CAMOCTOSTENBbHON paboThl HaA yueOHBIM MaTepuanoM. [IpomomKuTenTsHOCTh
KaxJoro BeOMHapa 2-4 aynuTOpHBIX 4Yaca. [Ipm moAroToBKe ciymiaTeasM 3apaHee BBIAAIOTCS
BONPOCHI, MOATOTOBKA K KOTOPHIM TpeOYyeT CaMOCTOSTENbHON padOThl C WUCIHOJIb30BAHUEM
PEKOMEH/IOBAaHHOM JMTEpaTypbl U AJIEKTPOHHBIX YUYEOHHKOB, MpeNOCTaBiseMbIX Ha MHTepHeT-
pecypce. B xome 3aHsATHI, TyTEéM TMOCTAHOBKH MPOOJIEMHBIX BOIMPOCOB, COBMECTHBIM HX
00CY)XJICHEM W pPacCMOTPEHHEM HauOoJiee Ieecoo0pa3HbIX NyTeW pelieHus, o0ydaeMble
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OCBaMBAIOT Y4eOHBII MaTepuall, 3aKpeIUIAIOT 3HaHMSA, MOJyUYEeHHBIE B PaMKax CaMOCTOSTEIbHOM
paloThI U Ha JIEKIUX.

Ha npaktudeckue 3aHATHS BBIHOCSTCS BOIIPOCH], YCBOCHHUE KOTOPBIX TpeOyeTcsl Ha ypOBHE
HaBBIKOB U yMeHui. [Ipu npoBeieHNH NpakTUYECKUX 3aHATUI HEOOX0MMO 0TpadaThIBaTh 3a4aHNU,
YUUTHIBAIOIINE CHEUU(UKY BBIIOIHAEMbIX (DYHKIIMOHAIBHBIX OOS3aHHOCTEH CIyIIATEIsIMH 10
CBOEMY MNpO(heCcCHOHAIBHOMY IMpPEAHAa3HAYeHUI0, B TOM YHUCIE IpeAycMaTpuBaTh 3aJaHUus C
IIPOBEJICHUEM JIEJIOBBIX UIP (3MMU30/10B) U CO3JAHUEM MOJIEIEH TUIIOBBIX CUTYaLUil.

B npouecce nmpakTuyeckoro o0y4eHuss 0co60e BHUMaHUE CIeLyeT yAEIsITh GOPMUPOBAHUIO
U Pa3BUTHIO y CIIyLIATEIEH IPAKTUYECKUX YMEHUM, HABBIKOB U KOMIIETCHIIUM.

JUid npoBeACHHs NPAKTHUYECKUX 3aHATUN JOJDKHBI MCIIONB30BAThCS METOAUYECKHE
pa3paboTKH, MO3BOJIAIONINE WHIAMBHIYyATU3UPOBATh 33aJaHUd 00y4aeMbIM B 3aBHCHUMOCTH OT HMX
JOJDKHOCTHBIX Kareropuid. Takue 3amaHus NpeAcTaBisAoT co0OW NpoOJIEMHbIE CUTYallMOHHBIE
BapHUaHTHl, Pa3IMYAIONIMECs MOJCISAMH HH(POPMAIMOHHBIX CHCTEM, U HAOOpPOM KOHKPETHBIX
NEeUCTBUM, CYIIECTBEHHBIX Ui OINpENeNEHHBIX KaTeropuii o0ydaeMblX, OObEIMHEHHBIX B
COOTBETCTBYIOIIYIO MOArPYIIITY.

OCHOBHBIMM ~ BHJAMHM  CaMOCTOSATENbHOM  paboThl  ciaymarensMud  0e3  ydacTus
IIPENOAABATEIIEH ABIISIIOTCSA:

e (QopMmupoBaHHE U YCBOGHHME COJAEP)KAaHUS KOHCIEKTa JIeKUMi Ha 0ase
PEKOMEHJOBaHHOW  TpenojaBaTeieM  y4eOHOH  JIMTepaTypbl,  BKIIOYAs
UHpOpPMaLlMOHHbIE  O0pa3zoBaTeibHbIE  pecypchl  (SJIEKTPOHHBIE  y4eOHUKH,
AJIEKTPOHHBIE OMOJIMOTEKU U IP.);

® BLHINOJIHEHHME JOMAIIHMUX 3aJaHuil B BHJE MPEIJIOKEHHBIX IpenojaBaTesieM
NPaKTUYECKUX 3a/IaHUH 1 JTabOpaTOpHBIX pabdoT;

® [IPOCMOTpa BUIEOYPOKOB.

B xone camoctosTenbHON paboThl ciaymaTtenu Oosiee AeTadbHO PacCMaTPUBAIOT BOIIPOCHI,
U3Y4aeMbI€ B XOJ€ JEKIMOHHBIX 3aHATUH, FOTOBATCS K MPOBEIEHUIO CEMHHAPOB M 3aKPEILISIOT
YMEHHSI U HaBBIKH, MOJYYEHHbIE MPH OTPAOOTKE HAa MPAKTMUECKUX 3aHATUAX. B mensax Gonee
3¢ dexTUBHON pabOTHI CIylIaTeNel, TOTOBATCS yueOHbIe U KOHTPOJIBbHO-TIPOBEPOYHbIE MaTEpHAIIBL.

B xome camocTosATenbHOW pabOThl CAylIaTeNsM MPEAOCTaBISIETCS BO3MOMKHOCTD
MI0JIb30BaHMs MHTEPHET pecypcamMM y4yeOHOTO 3aBe/IeHHs], HA KOTOPBIX pa3MeIleHbl AJIEKTPOHHbIE
y4eOHUKHU, TPOOHBIE TECTHI, a TAKKE POPYM /TSl [TOJTYUEHUS KOHCYJIBTAllMOHHBIX YCIYT OT BEAYIINX
IpenoaaBaTesnei.

C uenplo ompezeneHus KayecTBa YCBOEHHMSI MaTepuaia IMPOBOJUTCS MpPOBEpKa 3HAHUI
CIIyIIaTeJIed € HMCIOJIb30BAHUEM COBOKYIMHOCTHM KOHTPOJIBHBIX 3aJlaHUil M BOIIPOCOB B BUJIE
TEKYILEro U UTOrOBOr0 KOHTPOJIS.

Texymmii KOHTPOJIb OCYIIECTBISIETCS B JOPME POMEKYTOUHOTO TECTUPOBAHUS.
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OPI'AHM3AIIMOHHO-ITIEJAT'OI'HYECKHUE YCJIOBUA

[ToBblieHNe KBaTM(PUKALMU TPAKAAHCKUX CIIYKAIIKUX OCYILECTBIIAETCS B 3a04HOM hopme
C UCHOJIB30BAHUEM JIMCTAHIMOHHBIX 00pPa30BATENbHBIX TEXHOJIOTUN M JIEKTPOHHOTO OOYYEHHUS C
OTPHIBOM OT HCHOJHEHHUS CIY)XKEeOHBbIX 0Osf3aHHOCTEH 1O  3aMelaeMol  JIOJKHOCTH
TOCYJapCTBEHHON Tpa)IaHCKOW Ciy>kObl. B comepxanun oOy4deHHsT NPUOPUTET OTHACTCS
IIPAKTUYECKON HAIIPABIEHHOCTH OOyUEHHUSL.

3aHATUS TPOBOJATCA B COOTBETCTBUU C METOAMYECKMMHU MaTepHajaMH, pa3paboTaHHbIC
IIperolaBaTeliMU CeLUaIn3upOBaHHbIX Kadenp Akanemun. B cogepxannu o0ydeHHst IpUOPUTET
OTJAETCsI MPAKTUYECKON HAIIPABJIEHHOCTH O0YYEHUS.

[Ipu mnpoBeneHHMH 3aHATUN 0053aTENBHO YYMTBHIBAETCS DPACHpPEICIIEHUE BPEMEHH Ha
JIEKUMOHHBIA MaTepuall U BBIIIOJHEHUE MTPAKTUUECKUX 33JJaHUIB COOTBETCTBUM C YTBEPKIECHHBIM
yueOHO-TeMaTHuecKuM IU1aHoM [IpakTuueckue 3afaHus MpeANoyiaraloT pa3dop CHOPHBIX U
OpOoOJIEMHBIX ~ CHUTyalldii W3  MPaKTHYeCKOW paboThl, TOATOTOBKY  PacCHOPSAUTEIBHO-
OpPraHU3alMOHHBIX JIOKYMEHTOB, pELIEHHE IPAKTUYECKHX BOIPOCOB U3 MNPOoheCCHOHATBLHON
JESTeTBbHOCTH 00yYarOIIUMUCS.

[Tpy BHINOJHEHUH NPAKTUYECKUX 33JaHUN 00yUaroIuecs: CaMOCTOSTENIbHO OCYIIECTBIISIOT
JEWCTBUS TI0 YCTAaHOBKE M HACTPOMKE MPOTPAMMHBIX CPEACTB 3alUThI HH(POPMAIIHY.

BeinonHenue ciymaTtensMu NMPakTHUECKUX 3aJaHM IpeaycMaTpUBarOT HCHOJIb30BaHUE
cnenuanbHoro nporpamMuoro obecredenusi (Kpunrollpo CSP, KpuntoAPM u «IAK
"Kpunrollpo YII" 2.0») nns ¢popmupoBanus He0OOXOIUMBIX HABBIKOB €r0 UCIOJIb30BaHUS.

OCHOBHBIMH ~ BHJAMH  CAMOCTOSITENIbHOW  paboThl  oOydwarommxcs 0e3  ydacTus
IpernoiaBaTeneil sBasoTCs:

— (opmupoBaHue u ycBOEHHE COEPKaHMsI KOHCIIEKTA JICKIINI Ha 6a3e peKOMEHI0BaHHON
JEKTOPOM y4yeOHOM JuTepaTypbl, BKIIOYas HHGOpPMALMOHHbIE O0pa3oBaTeIbHBIE PECYPCHI
(37eKTpOHHBIE YU€OHUKH, 3JIEKTPOHHbIE OMOINOTEKH U JIp.);

— TOATrOTOBKA K I'PYINIIOBBIM 3aHATHAM I10 ONPEAEICHHON TEME IUCLUIIINHBI.

Kaxnapiii oOyuaromuiics Ha Bech IepuoJ O0OydeHHs oOecreueH WHAMBUAYaTIbHBIM
HEOTPaHMYEHHBIM JIOCTYIIOM K DJEKTPOHHBIM Yy4YeOHBIM MaTepuanaM, COJAEPKaIlUM BCIO
HE0oO0X0IMMYI0 Yy4eOHYI0 M Yy4eOHO-METOAMUYECKYI0 MH(pOpMalMIo Mo H3ydaeMmbIM MoaynsMm. Ha
JEKIMOHHBIX 3aHATUAX M3JIaraloTcs HambOosiee BaXKHBIE M CIIOXKHBIE BOMPOCHI, SBISIOLIMECS
TEOPETUYECKON OCHOBOW HOPMATUBHBIX ITPABOBBIX AKTOB M IIPAKTUYECKUX AEHUCTBUN. HacTh neKknuii
MOJKET H3JIaraThCsi MPOOJIEMHBIM METOAOM C IPHUBICYEHUEM OOYyYaromuXcs i peLIeHus
c(OopMyIMPOBAHHBIX MIpeNoaBaTesieM NpoodeM.

Ha npaktudeckre 3aHATUS BBIHOCSTCS BOIIPOCHI, YCBOGHHE KOTOPBIX TpeOyeTcsi Ha ypOBHE
HaBbIKOB M YyMeHuil. Ilpu npoBeeHHM TNPaKTUYECKUX 3aHITUH OTpabaThIBAIOTCS 3a/JaHus,
YUUTBHIBAIOIINE CIEIU(PHUKY BBITOTHAEMBIX (YHKIMOHATIBHBIX OO0S3aHHOCTEW OOy4arommuxcst Mo
CBOEMY Mpo(ecCHOHATbHOMY IpEIHAa3HAYEHUI0, B TOM YHCJIE NPETyCMOTPEHBbI 3aJaHusl C
MIPOBE/IGHUEM JICNIOBBIX WP (3MM30/[I0B) M CO3JaHUEM CHUTyallUd, MOJIECTUPYIOIIUX THUIOBbIE
HapyuieHus. B nponecce npaktuyeckoro oOyueHus ocodboe BHUMaHHE yaenseTcs popMUpOBaHUIO
Y Pa3BUTHUIO Yy O0YYAIOIMUXCSI IPAKTUYECKUX YMEHHH, HABBIKOB M KOMIIETEHIIUH.

Jns mpoBeneHUs NPaKTUYECKUX 3aHATUN MCHONBb3YIOTCS METOAMYECKHE pPa3paboTKH,
MO3BOJISIONINE WHIAMBHIYaIM3UpPOBATh 33JaHUs OOydyalomMMcs B 3aBHCHUMOCTH OT HX
JOJKHOCTHBIX KaTeropuid. Takue 3agaHusi NMpeAcTaBisSOT co00il mpoOjeMHbIE CHUTYallMOHHbIE
BapUaHThl, PA3IUYAIONINECSs MOJEIIMU OOBEKTOB HH(OpPMATH3aIMHM, U HAOOPOM KOHKPETHBIX
NEHCTBUM, CYIIECTBEHHBIX JIsi ONPENENEHHBIX KaTeropuil oOydaroumxcs, OObeIUHEHHBIX B
COOTBETCTBYIOILYIO IOArPYIILY.

JlaGoparopHas 0aza AkaJeMHHM OCHAIlleHAa COBPEMEHHBIM OOOpYIOBAaHUEM U CpPEACTBAMHU
BBIYHCIIUTENBHON TEXHUKH, [T03BOJISIFOIIMMHU PEAIM30BaTh CPEAY BUPTYaIU3alluH, B KOTOPO MOXKET
OBITh BBINOJIHEHO OOJIBIIMHCTBO NPAaKTUYECKUX 3aHATUH, A MOJIy4EHHs] YMEHUH U HABBIKOB
YCTaHOBKM, HACTPOMKHM M HMCIOJIb30BAaHUS NMPOTPAMMHBIX M IPOIPaMMHO-TEXHUUYECKHUX CPENCTB
3aIUThl HHOPMAITUH.
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Akanemus uMeeT HeOOXOIUMBIN KOMIUIEKT JIMLEH3MOHHOTO TPOTPAaMMHOT0 00eCTIeYeHUS U
CepTU(QHUIMPOBAHHBIX IPOIPAMMHBIX CPEJCTB 110 3aiuTe HHGopManuu. [ o0yyeHus 1o JaHHON
nporpaMMme B AKaJeMHM HCIIOJB3YEeTCsS CIEHUAIM3UpPOBaHHAs JabopaTopus, OCHAICHHAs
y4eOHbIMM J1Ta0OPAaTOPHBIMU KOMILJIEKCAMH Ul OOECHeueHUs] HCCIEeOBaHUM CIEelHaIbHOIO
IPOrpaMMHOTO  OOECHeueHHss W MPOTPAMMHBIX CpPEACTB  KPHUITOrpadUYecKOd  3amuThl
KOHHIESHIIMATbHON MH(OpManuK B COCTaBe: MPOrpaMMbl CUMMETPUYHOIO U aCUMMETPUYHOIO
mu(poBaHUs U DIEKTPOHHON MOANKCH; 3AIMMIIEHHBIA MOYTOBBIM KIMEHT, KPHUIITOIPOBAMED,
IIPOrPaMMHBIM KOMIUIEKC Ul Pa3BEPTHIBAHUA 3AIUMLIEHHONM CETH OPraHU3allld, NPOrpaMMHOE
obecrieyeHre yJ0CTOBEPSIIOIIETro IEHTPA.

®opmupoBanue  NpPO(PECCHOHANBHBIX  KOMIIETEHIMH  oOecrnedyuBaeTcss  IUPOKUM
WCIOJIB30BAHUEM B YU€OHOM IPOLIECCE aKTUBHBIX M MHTEPAKTUBHBIX (DOPM MpPOBENCHUS 3aHATUI
(KOMITBIOTEPHBIX CUMYJISLUM, AEIOBBIX UIp, pa300pa KOHKPETHBIX CUTyallUi) B COUYETAHUU C
BHEAYIUTOPHOW paboTOil C 1enbo (POpPMHUPOBAHUS M Pa3BUTHS NMPO(PECCHOHAIBHBIX HABBIKOB
00y4aroIuXxcs.

Peanuzanuss  mporpammbl  oOecriedMBaeTCsl  KaK  LITATHBIMM  [PENOJABaTEIISIMU
CIELMAIU3UPOBAHHBIX Kadenap AKaleMUH, TaK U PYKOBOJAIIMMU M Hay4HO-IIEAArorMuecKUMHU
paboTHHKaMu opraHu3anuii ¥ Bexaymux BVY3oB, a Takke BBICOKOKBAIU(HUIIMPOBAHHBIMU
CIeLUalIuCcTaMu B 00JacTM MH(POPMALMOHHOM O0€30MaCHOCTH TEPPUTOPUAIBHBIX HAJIOIOBBIX
OpraHoOB, IIPUBJIEKAEMBIMH K peaJu3allM¥ IPOrpaMMbl Ha YCIOBHSIX TIPaXAAHCKO-IIPAaBOBOTO
OTOBOpa (KOHTPAKTA).

®OPMbBI ATTECTALIUN

OneHka  KadyecTBa  OCBOGHHUS  NPOTPpaMMbl  BKJIFOYACT  BXOJHOHM,  TEKYIIHUH
WJIM IPOMEKYTOYHBIN KOHTPOJIH, @ TAK)KE UTOTOBYIO aTTECTAIMIO O0YYaIOIIHXCSI.

BxonHOlt KOHTpONb JOKEH OXBaThiBaTh BCEX OOyYaIOUIUXCS UM MPOBOIUTCS
B (opMe TECTUPOBAHHS M TOCICIYIOMIEro co0eCce0BaHUsS C BEIYIIUMHU TIPEOIaBaTeIIMU
yueOHoro 3aBefeHus. Llenpio sABIseTCS ONpeleleHHe YPOBHS 3HAHUN OOydarolmuxcs A
KOPPEKTHPOBKHU 51 aJanTanun yaeOHOTO mporecca
MOJI KOHKPETHBIE MOTPEOHOCTH 00yUaroIuXCsl, C y4ETOM YPOBHS OCBOCHHUS Y4eOHOTO MaTepHara,
M3YYCHHOTO MMM PaHee B paMKaX MOJydeHUs: 0a30BOTO 00pa30BaHUs MM Ha KypcaX MOBBIIIICHHS
KBaJTU(DUKAITIH.

Texymuiit KOHTPOJIb WM TPOMEKYTOUHBIA KOHTPOJIh MIPEJITOJIaracTcs MPOBOIUTH B (hopMe
3a4€TOB MO OTACNBHBIM pa3zlieiaM M TemaMm yueOHoW mnporpammbl. KoHkpeTHble (OpMBI U

NIpOLIEAYPHL BXOJIHOTO, TEKYILETO
U TPOMEKYTOYHOTO KOHTPOJNS 3HAHMM TO KaXIOMY pasfeny M OTICIbHBIM TeMam
pa3pabaThIBatOTCA y4eOHBIM 3aBeZICHUEM CaMOCTOSITEJIBHO u JIOBOJISITCSI

JI0 CBEJICHHS 00YYarOIIIXCS.

WroroBasi arrectanusi oOyJaronuxcsi MpeycMaTpUBaeT MPOBEICHUE dK3aMeHa B ¢dopme
TECTUPOBAHUSI.

[Topsanok MPOBEJCHUS UTOTOBOU aTTecTaruu omnpeeNeH ITonoxxennem
00 UTOTOBOM aTTECTAllUH, YTBEPKIEHHBIM PEKTOPOM AKAJIEMHUHU.

OLHEHOYHBIE MATEPHUAJIBI

Hepeqenb BOIIPOCOB, BLIHOCUMBIX HA IK3aM€CH

OcHoBHble OHATUA KpunTorpadguu. OCHOBHASI XapaKTEPUCTHKA KJIt04a (P POBaHUS.
AnropuTmbl UGPOBAHUS ¢ CAMMETPUYHBIM KitouoM. Onncanue. Cxema.

AnroputMmbl mU(poOBaHKs ¢ ACUMMETPUYHBIM KitodoM. Onucanue. Cxema.
ApxutekTypa oTKphIThIX Kintoueit PKI. OcHoBHble koMnoHeHTH 3 dexTuBnoit PKI.
OyHKIMM yIOCTOBepsitouiero neHtpa. OCHOBHBbIE OOS3aHHOCTH YIOCTOBEPSIOLIETO

agrONE

LEHTpA.
6. DnekTpoHHas MOAMUCH: MOHITHE MO 3aKOHOATENILCTBY, CIOCOOBI TPUMEHEHHUS.
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7. Bwupapl anexTpoHHBIX noanucei. Kparkas xapakrepucTuka.

8. CrpyKkTypa TUIIOBOTO YAOCTOBEPSIOILET0 LIEHTPA.

9. Penosuropuii. OcHOBHBIE TpeOOBaHU K pero3utopuio. LlenTp perucrpanuu.

10. Ceprudukar kmrouya NpPOBEPKU IIEKTPOHHOM moamucu. OCHOBHBIE XapaKTEPUCTUKU.
TpeboBanus k cepruukary.

11. Kpunrorpaduueckre crnocoObl M CpeaCcTBa 3aIlUThl IEpelaBaeMOM 10 CETAM
nH(pOpMAIUU: KPaTKas XapaKTepUCTHKA.

IIpumepbI TeCTOBBHIX BONPOCOB

1. B QyHKuMM HeHTpa perucTpanuu MOKeT BXOIUTh:

HOJJIEPIKKA PeecTpa BCeX M3IaHHBIX CEPTH(UKATOB
perucTpanys nojab3oBaTenei

BBIITYCK CEPTH(PHUKATOB KOHEYHBIX CYyOBEKTOB
yIIPaBJICHUE MOJUTHKA YAOCTOBEPSIOIIETO IEHTPA

2. KopaeBoii ynocroBepsitonuii neHTp B nepapxudeckoit PKI gefictByer kax:

IJIABHBINA IIYHKT JI0BEpUs /71l IOJYMHEHHBIX €My CyOBEKTOB
HayaJIbHBIA ITYHKT cBs3er PKI

NYHKT cepTu(uKanmuu Bcex cyobekToB PKI

IYHKT YIPaBJIEHUS CEThIO

3. Kpocc-cepTudukanueii Ha3bIBaOT MPOIECC B3aUMHOTO CBS3BIBAHUS

OJIHOPAHTOBBIX YIOCTOBEPSIOLINX LIEHTPOB
OJIHOPAHTOBBIX TOJIOBHBIX YJOCTOBEPSIOIINUX [IEHTPOB
BBIIIECTOSIINX ¥ HUKECTOSALINX yIOCTOBEPSIIOLINX IEHTPOB
LEHTPOB PErUCTPALIUU

4. B cereBoii konpurypauuu PKI kpocc-ceptuduunpyrorcs:

BBILIECTOAIINE YIOCTOBEPSAIOLINE LIEHTPBI C HUKECTOSIIIUMU
BCE YJIOCTOBEPAIOLINE LIEHTPBI

TOJIOBHBIE YJIOCTOBEPSAIOIINE LIEHTPBI

LEHTPBI PETUCTPALINU

.HI/II_IaM, YCIICIIIHO OCBOUBIIMM  JOIOJIHUTCIIbBHYIO HpO(l)eCCI/IOHaJ'IBHy'IO nporpammy
TIOBBIIIICHU A KBaJ'II/I(l)I/IKaHI/II/I «OnepaTop YAOCTOBEPAIOMICTO LCHTPA» W MPOMICAIINM HTOTOBYIO
aTTECTAllUIO, BBIAACTCA YIOCTOBEPCHHUEC O MMOBBIIICHUN KBaJ'II/I(l)I/IKaHI/H/I YCTaAaHOBJICHHOI'O 06pa311a B
OJICKTPOHHOM BHUJIC.

[IpopekTop 1o Hay4YHOMY U HHHOBAIIMOHHOMY Pa3BUTHIO E.A. Xuikos




